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Abstract

Large Language Model agents are rapidly transitioning from research prototypes to deployed systems, raising
new and urgent security challenges. Unlike static chatbots, LLM agents interact with external tools, data, and
services, creating pathways to real-world harm even during early stages of development. Existing guidance
on securing agents is fragmented, creating obstacles for developers and organizations looking to build secure
systems. To clarify the security landscape, we conduct a systematic review covering academic surveys, grey
literature sources, and real-world case studies. We then (i) categorize the known threats to LLM agents and
analyze key attack surfaces, (ii) construct a taxonomy of actionable security best practices encompassing
the full LLM agent development lifecycle, highlighting gaps in the security landscape, and (iii) evaluate
the adoption of these recommendations in practice. Together, these contributions establish a framework for
developing comprehensive risk-mitigation strategies. Our synthesis promotes standardization, surfaces gaps
in current practice, and establishes a foundation for future work toward secure LLM agents.

Introduction

The growth of Large Language Models (LLMs) from text-only chat interfaces to agentic systems has created
pressing security concerns. Unlike their predecessors, LLM agents are designed to perceive their environment
and take actions in the real world, providing a plethora of new attack surfaces and avenues to harm. The
risks continue to escalate as LLM agents become increasingly autonomous [1] and integrated into sensitive
applications such as healthcare (2, 3, 4], cybersecurity [3 6} [7]], finance [8][9] 10}, and energy [111 [12] [13].

Importantly, the security risks of LLM agents have ‘shifted left’ [14]], emerging much earlier in the develop-
ment lifecycle than for conventional LLMs. Standalone LLMs typically face concerns such as content safety,
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privacy leakage, or harmful outputs only after deployment, once external users interact with them [15]. In
contrast, LLM agents begin to face security threats as soon as they are connected to external tools, data, or
other agents—even in prototype stages. For instance, enabling web search in an early experiment can already
expose the agent to prompt injection attacks [16, [17], while connecting to an untrusted remote tool server
could allow arbitrary code execution on the developer’s machine [18]. These examples illustrate that security
is not just a production concern; even researchers with no intention of deployment must consider securing
their systems against these new threats.

The expanded risks of LLM agents have catalyzed growing concern from researchers across academia [[19,
20], industry [21}22]], and government [23}124]. Despite this widespread concern, standard practices for se-
curing LLM agents remain fragmented. Much of the progress in both research and deployment experience
comes from industry, but contributions are often tied to proprietary ecosystems or commercial incentives, lim-
iting their generalizability and objectivity. Academic work has produced a growing set of surveys and threat
taxonomies, but tends to emphasize future directions over practical guidance. A consensus-driven synthesis
of security best practices that spans both research and practice is essential to translate emerging insights into
actionable guidance.

To address this gap, we systematize knowledge across academia, industry, and real-world deployments to
provide a unified framework for the secure design, development, and operation of LLM agents.

1. We categorize threats to LLM agents mentioned across our corpus, identifying which attack sur-
faces receive the most attention. This contribution establishes the most pressing threats and highlights
differences in perspectives between academia and industry.

2. We introduce a comprehensive taxonomy of security best practices covering the development and
deployment lifecycle of LLM agents. This contribution presents both a practical reference for de-
veloping secure LLM agents and a framework for identifying understudied areas that require further
development.

3. We analyze security techniques used in real-world LLM agent case studies to evaluate adoption in
practice. This contribution highlights discrepancies between recommendations in the literature and
deployed systems.

Building on these contributions, we conclude with three recommendations for advancing security research
on LLM agents, including a demonstration of how our framework can be applied to conduct systematic risk
assessments.

Preliminaries and Related Work

This work focuses on the security of LLM agents, Al systems whose primary perception, reasoning, and
decision-making module is an LLM. While definitions of an agent vary across contexts [25} 26,1271, we follow
the definition provided in the work of Chan and colleagues [28], who characterize agency in algorithmic
systems through four key properties: accomplishing underspecified objectives, acting directly in the world
without human mediation, exhibiting goal-directed behavior, and conducting long-term planning. We adopt
this framing because it is not tied to any particular technique or feature, and it emphasizes precisely the
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capabilities that raise new security concerns. Our scope is LLM-based systems with meaningfully more
agency than a static LLM chatbot [29]. For simplicity, we frequently refer to LLM agents as “agents.”
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Figure 1: A generalized reference architecture of LLM agents. Agent components are displayed as icons and/or
labeled in bold. We map our taxonomy of threat surfaces (left) and taxonomy of security best practices (right) to the
reference architecture. Taxonomy categories are italicized.

In practice, a core LLM reasoning and planning engine exercises agency through software scaffolding that
connects it to external tools. These tools enable perception of the environment, execution of actions, and
delegation of tasks to specialized systems or other agents. Techniques such as reinforcement learning on
long-horizon, multi-step tasks [30] strengthen an agent’s capabilities, allowing it to operate coherently for
periods beyond those of a static LLM [l1]].

In Figure|l| we present a schematic of an LLM agent, representative of prevailing LLM agent architectures,
showing the core (multi-)agent engine, training environment, tools to interact with external entities, and in-
dependent oversight mechanisms. On the left, we overlay our taxonomy of threats to LLM agents introduced

in [Threats to LLM Agents| and on the right, we overlay our security best practices taxonomy presented in

[Security Best Practices] both italicized. This dual mapping shows how threats and mitigations correspond to

specific components of the agent architecture.

Throughout the paper, we follow standard cybersecurity definitions for key terminology to promote clarity
and standardization between Al security and cybersecurity [31]. We frequently refer to definitions from the
Committee on National Security Systems Glossary [32]. We define a “threat” to be “any circumstance or
event with the potential to adversely impact organizational operations, organizational assets, individuals, [or]
other organizations,” while “attacks” are actions taken along those lines [32]]. “Risk” is “a measure of the
extent to which an entity is threatened by a potential circumstance or event” and is measured by the magnitude
of harm and the likelihood of occurrence [32]].

Comparison to Related Work

As part of our systematic literature review, we conducted a meta-review of academic surveys on LLM agent
security (described in [Methods)). Much of the prior work limited its scope to a particular application area
(e.g., [3341341135]]), risk (e.g., [36} 137, 138]]), or mitigation technique (e.g., [39,40,41]]), and by design covered
only a subset of the security landscape. Fewer than a third of the papers we analyzed detailed a repeatable
literature review methodology. Only three papers explicitly reviewed grey literature and only five analyzed
real-world LLM agent case studies. We are the first to conduct a meta-review of prior review papers. We
provide a detailed comparison with all surveyed academic work in the

Notably, no single source from any of the reviewed literature was sufficient to cover either the threat landscape
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or the security landscape according to our taxonomies. Huang’s work on MAESTRO [42] described attacks

in 19 of the 25 classes of attacks noted in [Threats to LLM Agents| but no other sources covered more than
half and only seven covered more than a third. Of the 33 categories of security controls described in[Security]
only two sources [43] [44] provided recommendations in more than half of the categories (each
with 19); only five reached more than a third. This further emphasizes the utility of our work in providing a

complete picture of the security ecosystem. We provide a more detailed breakdown of these distributions in

the EppEndTy

Some documents also referenced existing threat modeling frameworks, which collect and organize threat
intelligence to inform threat modeling, especially for red-teaming [45] 146]. The framework most similar
to our work is MAESTRO [42]], a recent agent-specific framework whose categorized threats span all seven
attack surfaces in our threat taxonomy. However, MAESTRO does not cover six of the 25 threat categories we
identified, excluding notable threats like indirect prompt injection and adverse multi-agent dynamics. These
frameworks also do not present the prevalence of particular threats in the literature, which our review does.

Methods

We now detail our systematic literature review process, which followed the methodology described in the
work of Siddaway and colleagues [47].

We collected academic literature and grey literature sources separately. The grey literature was divided into
general industry guidance and case studies of real-world agents. Sources from academia and industry serve
as our baseline for identifying best practices and threats, while case studies serve as our point of comparison
between recommendations and actual deployments. For each source category, we provide procedural details,
calibration testing results, and counts of documents included at each stage. Detailed search strings for all

sources are provided in the [Search Strategy Details] We also describe our methods for categorizing and
analyzing the collected data.

Academic Literature

The academic literature review focused on reviews, surveys, systematizations of knowledge (SoKs), and
similar overview papers to determine current areas of research on LLM agent security. The goal was to
identify studies covering agentic or tool-using LLM systems and to extract threats and actionable security
guidance.

Initial Search Strategy

We queried the Semantic Scholar search API [48]] using combinations of search terms targeting study scope,
LLM agent focus, and security content within a five-year window (July 2020-July 2025), restricted to com-
puter science. A total of 100 searches were conducted and results were sorted by built-in relevance ranking.
The top 15 results per query were collected, and de-duplication produced a pool of 478 candidate papers.
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Title and Abstract Screening

All 478 papers were screened at the title level using inclusion criteria focused on (i) mention of Al, LLMs, or
agents and (ii) safety or security relevance. At this stage, two rounds of calibration testing were conducted to
assess reviewer agreement. In the final round, five reviewers each screened 10 papers; 9/10 had full agreement
and 1/10 had 4/5 agreement. Title screening yielded 209 papers for the subsequent abstract screening step.

Abstract screening applied the following criteria: (i) the paper is a review, survey, SoK, taxonomy, or other
multi-technique analysis; (i) the focus is agentic or tool-using LLM systems or similar advanced capabilities;
(iii) the paper includes recommendations or open problems related to secure agent design. At this stage,
two additional rounds of calibration testing were conducted. In the final round, 3 reviewers each screened 6
papers; 5/6 had full agreement and 1/6 had 2/3 agreement. Abstract screening yielded 64 papers for extraction.

Industry Literature and Case Studies

To complement the academic review, we reviewed the grey literature to identify industry guidance (e.g.,
industry reports, white papers, corporate blog posts) and case studies (e.g., deployments, product or system
write-ups). Guidance for our grey literature searches follows [49].

Initial Search Strategy

Industry literature was targeted via broad automated Google search queries, spanning content type, agent
focus, and security terms, with common academic and social media domains excluded. For each query, up to
the top 20 results were recorded, yielding 765 candidate sources from industry.

Case studies were seeded from the AI Agent Index [29] (coverage to January 2025) and extended via targeted
searches. Relevant documents were identified by manually reviewing links from the AT Agent Index (both the
linked documentation and developer websites) and by targeted Google search queries restricted to developer
websites. Up to 50 results per website were reviewed. This yielded 154 candidate case study sources.

Source Screening and Separation

Both sets of searches yielded a mix of general industry guidance and specific case studies; the results were
partitioned during the screening process to eliminate overlap. Sources describing a specific system, deploy-
ment, or project were designated as case studies. Sources not directly tied to a specific system were classified
as industry literature.

First, the set of sources seeded from the Al Agent Index [29] were screened in full, due to the index’s narrower
scope and the use of manual searching methods. We required sources to (i) focus on agentic or tool-using
LLM systems, and (ii) have security-related content. Sources not associated with case studies were moved to
the industry literature pool. Sixty three case study documents, including two added from the industry pool,
advanced to the extraction phase, representing 41 unique case studies in total.

Industry screening mirrored the academic process, but added additional criteria to account for the more
variable source quality [50]. Title screening followed the same criteria as the academic sources, but also
excluded social media, forums, documentation-only pages, and academic papers. Any case studies in the
industry pool were separated at this stage. Two rounds of calibration testing were completed. In the final
round, five reviewers each screened 10 documents: 9/10 had full agreement and 1/10 had 4/5 agreement. A
total of 349 documents advanced to the abstract stage.
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For abstract screening, we reviewed any available abstracts, executive summaries, tables of contents, and
section headers, following guidance from the work of Godin and colleagues [50] to account for the lack
of standardized abstracts. Criteria included (i) verifiable date and author with technical role or reputable
publisher; (ii) focus on tool-using LLMs, agentic systems, or advanced Al; (iii) presence of vulnerabilities,
mitigations, or best practices in a security context; and (iv) substantive discussion of recommendations be-
yond brief mentions. Two rounds of calibration testing were performed. In the final round, three reviewers
screened nine documents. Full agreement was reached for 6/9 documents and 3/9 documents had 2/3 reviewer
agreement. A total of 109 industry sources advanced to the extraction phase.

Data Extraction

To extract threats and best practices, we used a two-round full-text extraction process. Starting with the 64
academic studies and 109 industry sources, we extracted definitions, threats, and threat models for LLM
agents and multi-agent systems. We flagged studies for best practice extraction based on: (i) presence of
explicit practices or mitigations for secure LLM agents and (ii) substantive discussion of practices beyond
brief mentions. This yielded 24 academic studies and 31 industry documents for the second stage. For each
best practice, we recorded: (i) the original description, (ii) a broad practice category, (iii) addressed threats,
(iv) use cases, and (v) limitations. We did not merge identical recommendations across sources, allowing
us to capture how frequently each practice was recommended. A total of 248 and 258 best practices were
recorded from academic and industry sources, respectively.

From the 41 case studies, we extracted security practices implemented for the system. We recorded (i) the
original description and (ii) a broad practice category. 13 documents, including five complete case studies,
were removed due to insufficient security content, leaving 36 total case studies. A total of 235 security
practices were documented.

Categorization of Threats and Best Practices

Following extraction, we aggregated all of the threats collected from the academic and industry sources (64
and 109 documents, respectively). We then normalized identical concepts and assigned initial categories to
each threat. We iteratively refined the categories, grouping threats into corresponding threat surfaces (see
Fig. [T), until all entries were covered by an appropriate category. Within each threat surface, we organized
the threats into specific classes of vulnerabilities.

A similar process was followed for the security best practices extracted from the final set of sources (24
academic, 31 grey literature). The top-level categories correspond to stages of the Al system development
lifecycle [S1]. Mid-level categories map to particular components of the agent architecture (Fig. 1)) or stan-
dard processes such as evaluation or deployment. Leaf categories group specific categories of techniques or
recommendations.

Categorization of Case Studies

After the best practice taxonomy was finalized, we categorized the security controls reported in case studies
against it. Specifically, for each extracted security measure in the case study corpus, we cross-referenced it
with the best practice category descriptions and recommendations in each category to determine a best fit.
All implemented controls fit an existing category, allowing us to directly assess how the taxonomy categories
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are utilized in practice. The results are discussed in|Case Studies

Assessing Selected Threats

We selected two examples of threats from our threat taxonomy to conduct a risk assessment for
R3). For each threat, we identified vulnerable components in our reference agent architecture (Fig. [T). We
then traced the components back to categories in our best practice taxonomy to identify potential security
controls. We analyzed the recommendations in each category, as well as the corresponding entries in the
case studies, to assess what security controls were applicable. We then condensed the results into a single
threat-specific mitigation plan.

Threats to LLM Agents

We present our taxonomy of the threat landscape of LLM agents and provide a comparative analysis to
highlight which threats are emphasized across academia and industry.

Threat Taxonomy

Foundation Model Threats
IAM Failures

Tool Attacks

Disallowed Use

Indirect Prompt Injection
Tool Misuse

Cyber Attacks
Reasoning/Planning Failures

Direct Threats

Indirect Threats

Internal Threats

Resource Threats
N Academia

Oversight Failures

== Industry Model Backdoors B Academia
Compound Threats Monitoring Failures B Industry
********************* Emergent Behaviors
Frameworks Supply Chain Threats
010 Ojl 012 013 of4 015 0j6 017 010 Ojl 012 Oj3 of4

Proportion of Sources

Proportion of Sources

Figure 2: Left: Proportion of sources that mentioned a threat from each threat surface. Proportions were calculated
separately for academia and industry. References to threat modeling frameworks are included below the dashed
line. Right: Proportion of sources mentioning 12 specific threats. These threats were chosen because they exhibited
the largest difference in proportion between academia and industry. Sources that did not mention any threats were
excluded.

Each threat is categorized first by threat surface, then by vulnerability or attack type. We include threat
modeling frameworks as an additional category to capture their usage. The threat surfaces are listed in
Table[T] and overlaid on our reference architecture of LLM agents in Figure[T} A selection of attack types is
shown in Figure [2] (right). Here, we describe each threat surface and its associated attack types. Table[T]also
includes the lists of sources used to inform the description of each threat surface. Each category is annotated
with (n=X, ==Y, le=7), which represents the number of sources mentioning threats in that category from the
complete set of sources (X), academia (Y), and industry (Z).
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Table 1: Sources referenced for each threat surface.

Surface References
Direct Threats (5211531541551 201 331 341 561 1571 1581 381 351 [591 [601 (611 162} 1631 1641 1631 661 (671 [T01 [681 1691 1701 F711 F721 (441 211 [731 (741 731 /761 77, 178
[791 80 BTL 82183184 8 8 [T001 [TOT1 431 102)

Indirect Threats 52154} 531 20} 34 581 138] 351 139) 160} [T03} (104} [63] (103} 1061 107} [681 [69) 701 [T08) 72 (44} 731 [109) 741 [751 76 22} [T10) 11} (112}
(1131 [114} [791 [TT3) (116} [80) (117} |84} [T18} (1191 [120} (1211 [89) [OT1 [92} 1221 94} [1231[97) 231 98} [091 [124} [T02]]

Internal Threats 52153} (1235} 54} 201 [126) (127} 40} 341 [57) 128 [129] (T30} 138 351 159] 60} [131) 611 [62) (104} [64) (63} [132] (1051 [66) (67, [1331 [107) 681 (70
[71) 211731 (744 [75) (110} 1121 [T14} [79) [TT51 /801 [82} 183} [134} [861 [87) 1351 91} [1221 [136] 04} [951 (961 [123] 97 [137) ©8 [T00) (1241 [43]
138]]

Resource Threats  [139}[125} 531 20} 331 341 [130} [38} 1331159} [661 (107 [68] 172} 73} 22} [TT0 [T} [T12} 79} 116} (1351 [89) 911 [94} (931 [98] 991 [T102]

Oversight Failures [751 110 [T121 /841 1341 [86] 011 [1221 ©4]

Compound Threats [20}[33}38}159} 103} (1311 (62} [67} [107} (19} [68] [701 [T08} 44} [75] 110} (112 (1151 50} (91} 04} [O3] (124 (3]

Frameworks [T40L[104] [103] 1411 [T12] 301 [83} [119} 90} O] [142} 143} [102]

Direct Threats (n=60, ==25, lu=35)

Direct threats occur at the application level where the user interacts with an agent. User inputs to the system
create vulnerabilities from direct prompt injection (n=52), disallowed use (n=19), or direct multimodal attacks
(n=2).

Indirect Threats (n=55, ==20, lu=35)

Components connected to a core LLM engine introduce additional threats. Content automatically inserted
into prompts as context is vulnerable to indirect prompt injection (n=20). Although any component can
introduce a new vulnerability, three components were frequently noted as susceptible to attack: tools (n=27),
knowledge-bases (n=15), and internal agents (n=15). Specific threats include memory poisoning, insecure
plugin design, and communication protocol exploits. Identity and access management (IAM) controls can be
implemented to secure the agent system (Access Controls)), but remain vulnerable to misuse or attack (n=30).

Internal Threats (n=62, ==31, lu=31)

The LLM engine that powers an agent’s perception, decision-making, and actions may itself introduce in-
ternal threats. These vulnerabilities can arise during development, such as through data poisoning (n=14) or
model backdoors (n=9), as well as during deployment. Foundation model vulnerabilities (n=34), including
misalignment, hallucinations, and inaccuracy, are a consistent threat. Additional risks stem from an agent’s
analytical processes, such as planning and reasoning failures (n=10) and deception or evasion behaviors
(n=10). Finally, the introduction of tools carries the risk of tool misuse (n=17), where an agent deliberately
or inadvertently uses tools in a disallowed manner.

Resource Threats (n=29, ==13, lu=16)

These attacks target the underlying software and hardware infrastructure that supports an agent. They in-
clude compromise of physical devices (n=4) or cyber components (n=12), misuse of computational resources
(n=13), and supply chain attacks on software dependencies integrated into the agent (n=9).

Oversight Failures (n=19, ==10, lu=9)

In some agent systems, users can review the agent’s reasoning and approve actions. However, this oversight
can introduce new vulnerabilities by fostering over-trust through unfaithful explanations (explainability fail-
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ures, n=9), overloading reviewers (human-in-the-loop failures, n=8), or missing issues due to coverage gaps
or drift (monitoring failures, n=9).

Compound Threats (n=24, ==13, lu=11)

The iterative and interactive nature of LLM agents creates new threat surfaces. The iterative loops agents
use to execute multistep tasks create cascading failures (n=14) where failure in one step is magnified in
successive steps. Systems interacting with other autonomous agents are susceptible to adverse multi-agent
dynamics (n=13) (e.g., coordination failures or multi-agent drift, among others). The broader architecture of
an agent, including its design and constituent components, can lead to system-level failures (n=5).

Frameworks (n=13, ==3, lu=10)

Some documents also referenced existing threat modeling frameworks. Occasionally, these were referenced
instead of enumerating specific threats. The top frameworks were: MAESTRO (n=6), a recent agent-specific
framework [42]; OWASP Top 10 for LLMs (n=5) [144]; MITRE ATLAS (n=3) [145]; and STRIDE (n=2), a
classic cybersecurity framework [[146]].

Discussion of the Threats

Takeaway 1: Traditional cyber threats are a growing concern. The traditional risks of LLMs center on
threats specific to the model itself, with little concern for cyber-focused threats [15], reflecting their limited
integration with external systems. However, the literature on LLM agents points to traditional cybersecurity
threats as a major concern for these Al systems. Well-known cyber threats such as denial-of-service, man-in-
the-middle, and code injection attacks were repeatedly points of concern. This provides evidence to support
the growing trend of drawing on existing software security principles to inform the security of Al systems
(147,151} (148149, [31]).

Takeaway 2: Academia focuses on model-centric and emerging threats. Academic work places additional
emphasis on internal threats, especially threats relating directly to the foundation model, such as misalign-
ment and hallucination, as well as reasoning and planning failures, backdoor attacks, and emerging threats
such as deception and scheming. In contrast, industry sources concentrate on threats resulting from system
integration, especially indirect threats, IAM failures, attacks on and misuse of tools, indirect prompt injec-
tion, and supply chain threats. These emphases reflect differences in incentives—academic teams focus on
novel and emerging failure modes, while industry teams prioritize operational threats in deployed systems.
The two lenses are complementary, supporting a more complete taxonomy of agent threats, but also suggest
opportunities for the academic community to engage more with system-level concerns.

Takeaway 3: Threat modeling needs more standardization. Structured threat taxonomies help practition-
ers compare systems, prioritize mitigations, and accumulate evidence across studies by providing shared
structure and terminology [150, 45} [151]. In our review, references to existing taxonomies were sparse and
fragmented across frameworks. The terminology used to describe threats varied widely, and we observed
a long tail of terms describing the same or very similar threats. Coalescing around a shared set of frame-
works and terminology would help translate insights between research and practice, and between cyber and
Al security.
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Security Best Practices

Our taxonomy of security best practices (Figure |3)) is split into Design , Development , and Operations ,
covering the three stages of the LLM agent lifecycle. We define each leaf category and describe the core
recommendations. In Table [2] we cite the lists of sources used to inform the description of each category.
As with the threat taxonomy, each section is annotated with (n=X, ==Y, le=7), representing the number of
sources recommending best practices in that category from the complete set of sources (X), academia (Y),
and industry (Z).

_| Core Agent Desi l_ Prompt Engineering (14), Multi-Agent
ore Agent Uesign Systems (18), Other Design Patterns (12)
) Monitoring (30), Guardrails (28),
—I Run-Time Controls l— Sanitization (15)
Human-Agent )
— . —| Human-in-the-Loop (16), Transparency (10) |
Environmental §
— —| Access Controls (28), Sandboxing (16) |
Controls
Encryption (13), Rate Limiting (9), Other
Resource Controls
Resource Controls (12)

Defense-in-Depth (10) |

Adversarial Training (13), Data Management (9),

Securing 7 .
Other Training Strategies (11)

Training Strategies l—
LLM Agents

1 [ T

Evaluat l_ Red-Teaming (17), Elicitation (5), Metrics (5),
valuation Other Evaluation Techniques (8)

—I Development |—

Secure System Defensive Cybersecurity (14), Supply Chain Risk
Development Management (12)
Continual Auditing (14), Logging (18), Phased
_I DL l_ Deployment (4), Incident Response (6)

Risk Management (16), Organizational

—| Governance l— Management (7), Oversight (5), Usage
Restrictions (6), Legal Considerations (3)

Figure 3: Taxonomy of best practices for LLM agent security. Each leaf is annotated with the number of documents
providing a best practice in that category. A total of 55 documents from the academic and industry literature reviews
are represented here. Color fill is determined by stages of the LLM agent lifecycle.

Design (n=50, ==21, w=29)

Design covers the architecture of the agent and its supporting systems and security controls.

Core Agent Design (n=26, ==16, lu=10)

Core agent design refers to the system-level architecture, focusing on how the LLM is integrated and how it
interacts with other components, rather than model-level details.
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Prompt Engineering (n=14, =& =9, lu=5)

Prompts customize LLMs for specific applications. The literature recommends various techniques to engi-
neer prompts to promote resilience against threats. This defensive prompting approach emphasizes providing
explicit, unambiguous instructions, and clearly demarcating data retrieved by tools to indicate untrusted con-
tent.

Multi-Agent Systems (n=18, & =14, la=4)

Multi-agent designs leverage redundancy, critique, and consensus to reduce error and constrain unsafe be-
havior. Independent agents propose solutions and cross-validate outputs to reduce hallucinations, while
multi-agent debates help surface errors and block harmful actions. However, multi-agent setups are resource-
intensive and in some cases can amplify security concerns.

Other Design Patterns (n=12, =5, lu=7)

We noted three other design categories that are cited less often: control flow techniques (n=8), grounding
(n=5), and continual learning (n=2). Control flow includes techniques that influence the sequence (or flow) of
actions or steps that an agent makes. Recommendations included implementing planning-centric designs and
using deterministically controlled action sequences when appropriate. Grounding involves leveraging trusted
sources of information, such as RAG databases, web search, or knowledge graphs, often as a defense against
hallucination. Continual learning can offer security benefits by refining model robustness over time.

Run-time Controls (n=44, ==20, lu=24)

Run-time controls monitor an agent’s inputs and outputs and intervene when issues are detected.

Monitoring (n=30, & =13, la=17)

Many different security concerns can be monitored by examining the inputs, intermediate steps, tool calls,
and outputs of an agent. Key techniques include LLM-based classifiers, anomaly detection, communication
network-level monitoring. Various concerns were noted about false positives, latency, cost, and adaptive
adversaries.

Guardrails (n=28, = =14, lu=14)

If monitors flag unwanted or anomalous behaviors, guardrails can block or refuse the corresponding inputs or
outputs. As with monitors, guardrails can help address many different security concerns, though face similar
limitations. Most sources described blocking or refusing the entire interaction, but some suggested filtering
sub-components such as particular tool calls.

Sanitization (n=15, & =11, l=4)

Sanitization techniques seek to neutralize malicious, biased, or sensitive content before it reaches or leaves
an LLM agent, rather than blocking or refusing outright. Methods such as paraphrasing, retokenization,
masking, and random perturbations were commonly suggested. However, the utility of the agent may degrade
with aggressive sanitization.
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Human-Agent Interaction (n=20, = =4, lu=16)

Human-agent interaction covers techniques to utilize or improve interactions between humans and the agent.

Human-in-the-Loop (n=16, =& =2, lu=14)

Human-in-the-Loop (HITL) approaches ensure that humans have oversight and control over agent actions.
Requiring explicit human confirmation before high-risk or irreversible actions and allowing for the agent’s
execution to be interrupted at any point were the primary recommendations. Careful design of HITL steps
can help balance effective supervision with operator fatigue.

Transparency (n=10, & =3, lu=7)

Transparency practices focus on making Al agent decision-making processes interpretable and accountable
to users. Sources suggest providing agent-generated explanations for decisions or exposing its intermediate
processes directly, and ensuring that user interfaces provide clarity on how user decision may impact agent
behavior. Explainability tools should be paired with cognitive forcing mechanisms to ensure user engage-
ment.

Environmental Controls (n=32, ==13, lu=19)

Environmental controls mediate the agent’s interaction with the external environment.

Access Controls (n=28, = =10, lu=18)

Access controls regulate the systems, data, and resources with which agents can interact. All interactions
should be authenticated and authorized, using role-based and task-specific permissions. Permissions should
be granular and data sources and tool capabilities should be partitioned to support this. The principle of least
privilege [[152]] was repeatedly referenced as a guideline.

Sandboxing (n=16, = =7, lu=9)

Sandboxing constrains an agent to operate within secure boundaries to minimize exposure to external sys-
tems. Isolated execution environments can contain malicious actions by the agent or block external attacks.
Sandboxed environments should provide minimal privileges for tool, data, and network access, while still
accurately emulating real-world environments.

Resource Controls (n=24, = =13, lu=11)

Security measures designed for data or other resources associated with or used by an agent fall under resource
controls.

Encryption (n=13, & =6, lu=7)

The data used by an agent, as well as any communications it sends over a network, should be encrypted
in transit and at rest. Key parts of the agent system itself, including prompts and model weights, should be
encrypted to prevent theft. Some sources recommended using homomorphic encryption or secure multi-party
computation protocols, but their practical applicability is unclear.

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 12
[Distribution A] Approved for public release and unlimited distribution.



Rate Limiting (n=9, = =4, la=5)
Rate limiting restricts the amount of communication, data, or other resources available to an agent. Limits

should be set on run time, CPU usage, data storage, and tool usage to prevent overuse. Rate limits can be set
dynamically based on behavioral or historical patterns to better allocate resources.

Other Resource Controls (n=12, == =8, lu=4)

Three additional categories of resource controls were observed: watermarking (n=5), privacy controls (n=4),
and memory controls (n=3). Watermarking embeds a signature into a piece of data to track its provenance
[153L154,1155]], and can be applied to both model outputs and model weights.

The privacy controls mentioned mainly included standard measures such as minimizing record retention and
local data processing. For memory controls, two sources recommended performing periodic scans of agent
memory systems to block or modify malicious memory entries, and one source recommended limiting how
long information persists in memory and giving users control over what information is stored.

Defense-in-Depth (n=10, ==2, lu=8)

Defense-in-depth is a security strategy that “involves layering heterogeneous security technologies ... to
ensure that attacks missed by one technology are caught by another” [[156]]. This principle was cited by name
in six sources, and others used related terminology such as ‘layered security controls.” Though defense-in-
depth can encompass security measures from the entire taxonomy, we place it under Design to emphasize
that this approach should be taken seriously from the beginning.

Development (n=45, ==19, w=25)

Development covers the training of the agent or the underlying LLM, the software development of the agent
scaffolding, and the evaluation of the system.

Training Strategies (n=20, ==13, lu=7)

This category covers security-focused training strategies and techniques for securing the corresponding train-
ing data.

Adversarial Training (n=13, =& =9, lu=4)

Adversarial training involves exposing a model to adversarial attacks and training it to be robust to them.
The literature recommends adversarial training for a variety of security threats beyond traditional adversarial
examples, such as prompt injection and multi-agent collusion.

Data Management (n=9, = =7, lu=2)

To manage training data-related threats, the literature primarily recommended filtering corrupted or poisoned
data from training datasets to prevent backdoor attacks, and applying differential privacy or other privacy-
preserving techniques to reduce privacy leakage. Some sources emphasized data diversity to avoid model
bias.
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Other Training Strategies (n=11, =& =7, la=4)

Various other training strategies were suggested; none appeared in more than three sources. These techniques
included Reinforcement Learning with Human Feedback (RLHF), a popular approach to aligning LLMs
with human preferences; Machine Unlearning, a family of techniques for removing certain data or behaviors
from trained ML models; and instruction hierarchy training, which involves training models to prioritize
instructions from certain sources over others [157], primarily to defend against prompt injection attacks.

Evaluation (n=23, ==10, lu=13)

Evaluations assess the extent to which an LLM agent and its security controls meet the desired security
properties.

Red-Teaming (n=17, & =7, lu=10)

Red-teaming involves emulating potential attacks against a system to identify security vulnerabilities and
highlight opportunities for defensive improvements [32]. For agents, the literature emphasizes red-teaming
the entire threat surface and all system components, covering a variety of security concerns, and viewing red-
teaming as a continual process where attacks are used to refine both defenses and attack creation. Red teams
should leverage previously observed real-world attacks, use automated attack generation and red-teaming
tools, and emulate realistic adversaries under realistic conditions.

Elicitation (n=5, /& =3, lu=2)

Capability elicitation is the process of drawing out the full range of behaviors or skills an agent can exhibit, in
order to accurately assess its security risks. When evaluating LLM agents, especially for the potential misuse
of dangerous capabilities, it is important that elicitation is done carefully to avoid underestimating security
concerns. Key techniques include using effective agent scaffolding and following permissive threat models
(e.g. white-box access). Evaluators should be able to argue that if attackers develop new attacks or utilize
significantly more resources to conduct an attack, security will not be compromised.

Metrics (n=5, & =1, lu=4)

Our corpus provided various guidance for designing effective metrics for evaluations, including quantifying
harm on granular scales rather than binary pass/fail metrics, aligning metrics with real-world outcomes, and,
when the agent is the threat, evaluating both the capacity and the propensity of the agent to cause harm.

Other Evaluation Techniques (n=8, 7 =3, lu=5)

Our sources noted a variety of other recommendations for conducting effective evaluations, including using
end-to-end integration tests in realistic environments; other testing strategies such as unit testing, regression
testing, and variant analysis; and understanding how an agent’s situational awareness (see [[158]]) may impact
test results.

Secure System Development (n=21, ==6, lu=15)

Secure system development covers security practices embedded in the software development and procure-
ment process.
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Defensive Cybersecurity (n=14, = =3, la=11)

Defensive cybersecurity involves passive and active cyberspace activities designed to protect data, networks,
net-centric capabilities, and other designated systems [32]]. Most of the practices encompassed traditional
DevSecOps principles including version control, configuration management, vulnerability patching,
static and dynamic analysis, and integrated testing. APIs and training and production environments were
highlighted as key threat surfaces for agents to be secured. Some sources cited existing secure development
standards such as the NIST Secure Software Development Framework [14].

Supply Chain Risk Management (n=12, =5, lu=7)

Supply chain risk management (SCRM) is a “systematic process for managing supply chain risk by identify-

ing susceptibilities, vulnerabilities, and threats throughout the supply chain and developing mitigation strate-

gies to combat those threats” [32]]. SCRM should occur throughout the system, including hardware, software
dependencies, models, tools, and external data. Specific mitigations include inspecting model parameters for
back doors; performing vendor security assessments; and scanning, auditing, and pinning dependencies.

Table 2: Sources referenced for each best practices category.

Design Development Operations

Category

References

Prompt Engineering
Multi-Agent
Other Design Patterns

381160, 1611 [107)[68] 441731 116, 801 87
43 301381351 1591 [601 [1051 107} [19} (68 (701 44} 96, [43] [143]
[201[341[571 1130113811601 1681 441 1101 186196} 43]

Monitoring 120,34, 361 [130} 138} 1351159} 1611 [104} [107} [19} 168} 411 72} 44} 21} [109} [160; 76 (116 130} 184} 186} 90, 951 96
(137,101} 43, [143]

Guardrails 2011126} 381 3511591 (60} 1611 162} 137 (1051 107 (68} 411 70} 1611 [72} 441 /731 /76, [162} 180 [82} 187 [102} 90} [T63}

Sanitization (1261 341157, 13611381 159} [60} 611 [105} 107, 168} (1611 [731 1844 [TOT]

Human-in-the-Loop
Transparency
Access Controls

Sandboxing

Rate Limiting
Encryption

Other Resource Controls
Defense-in-Depth

(394 [130; [T61) 441 21111601 76 1131180 841 1861 87 1221 1631 1011 [143]

(1261341 [39] 441 1601 [T10, 861 187, [TOT) 43]

(126134 [361 (130 3811621 (1041 1051 (1071 [681 [1611 721 1441 211 109 761 1101 1621 1131 1801 821 1841 861 87, 98
(101143, [143]

1201341157, [1301 381 37, 107, [721 44} [731 109 76} [110} /861 431 [143]

12011381 [591 191 721 [444 1761 10T} [143]

(126138137, [1051 107 70! [T611 [T091 1801 /841 861 43 [143]

(126157} (59611 1621 371681 701 441 [801 (861 [T43]

381 1041 1411 761 /801 1021 90} [T631 10T 431

Adversarial Training
Data Management
Other Training Strategies

1201134, [57,1381 160, [61} [107, 191 [70} 44! 211187, 43)
(34157, [3811591 160, 137, [107, 441 [80]
1201157, 3511601 611 37,1681 44} [1601 [T37, [43]

Red-Teaming [404 (130} 381 3511591 61} 137, 44} [T411 [162} 804 186} 87, [102} 90} (98} 43]]
Elicitation (139139} (130} (1411 43]
Metrics (130,102} 96} 231 143]

Other Evaluation Techniques
Defensive Cybersecurity
Supply Chain Risk Management

(1301137, 191186187 1951123, 43]
20} 130 105172 21111091 76} 1641 86) 1021 981 1011 431 143]
1201 [34; [381 1041 (1051 1721 731 109} [T41} 1161 84} [43]

Continual Auditing (13913311301 381 351 162} 411 44} [T601 [T4T1 76} 1621 [1161 93]

Logging 120, 34} [62} 104} [T9) 411 [T61} 441 [T09) 76} [T10; [80} [82) 861 [87) 1221 [T01} [143]
Incident Response [T031[109] [14T)

Phased Deployment [T611 144,

Risk Management (1391401 351 [TO3] [191 70} 441 1091 [T411 76} 1131 [T021 [90} O8] 101} 3]
Organizational Management 331 [1021

Oversight (3311611172 [122]

Usage Restrictions 7} (16211021 43]

Legal Considerations
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Operations (n=39, ==25, w=14)

Operations comprises both the deployment of an LLM agent and the governance structures of the organization
surrounding the entire development lifecycle.

Deployment (n=33, ==12, lu=21)

Following design and development, an agent will be deployed to production. Deployment includes the actual
deployment process and the security controls needed to validate its ongoing operation.

Continual Auditing (n=14, & =7, l&=7)

This set of recommendations emphasizes that [evaluation| should be a continuous process throughout deploy-
ment, as new concerns can arise due to domain shift, edge cases, or unseen attacks. Continual auditing often
relies on (below) to collect and analyze agent interactions. Unique agent identifiers can be used to

trace failures back to particular systems or users. Audit results should inform [governance processes} includ-

ing [risk management strategies| and technical mitigations like guardrails. Governance processes themselves

can also be audited.

Logging (n=18, ™= =6, lu=12)

In support of continual auditing, the literature recommends logging as much information about an agent’s

execution as possible. Logs can also support [incident response protocols| [oversight tools| or inter-query

Logs should be immutable and tamper-resistant or tamper-evident. However, extensive logging
raises privacy concerns and can overwhelm auditors if not managed effectively.

Phased Deployment (n=4, & =1, lu=3)

Four sources argued for a phased approach to agent deployment, where the scope of deployment is expanded
iteratively as safety metrics are met in each successive step. This gradually increases risk while providing
opportunities to discover new issues and roll back the deployment if needed.

Incident Response (n=6, & =1, lu=5)

When security breaches occur, it is important to already have incident response protocols in place to respond
rapidly and effectively. Protocols should have clear steps for containment, eradication, and recovery, and the
protocols themselves should be tested and maintained.

Governance (n=23, ==7, lu=16)

The literature notes a breadth of processes that can be utilized at an organizational level to manage or promote
security, beyond the scope of any single agent deployment. Although outside the purview of individual devel-
opers, these techniques are recommended for institutions that develop or manage LLM agent deployments.

Risk Management (n=16, 7= =6, lu=10)

Risk management is the “program and supporting processes to manage risk to organizational operations”
[32]. Risk management begins with a structured approach to threat modeling, where potential threat actors,
attack pathways, vulnerable assets, and loss outcomes are analyzed to estimate risk. This process should be

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 16
[Distribution A] Approved for public release and unlimited distribution.



informed by existing threat taxonomies, emerging research, and evaluation and red-teaming results. Organi-
zations should participate in threat intelligence sharing [46] to inform threat modeling across the community.
Threat modeling results should then be used to establish specific risk thresholds that, when exceeded, will
trigger proportional mitigation requirements. Risk thresholds and management policies should be well docu-
mented and communicated to internal and external parties to receive feedback and promote transparency and
accountability. It is recommended to align with existing security frameworks, regulatory requirements, and
governance bodies.

Organizational Management (n=7, & =2, l«=5)

Organizational management covers the management of the structure and workforce of the organization. To in-
crease resilience against rapid changes in job responsibilities or the security landscape caused by widespread
agent integration, organizations should invest in training workers in Al literacy and security recommenda-
tions. Security teams in particular should be kept up-to-date on emerging attack vectors and red-teaming best
practices. Leadership should promote a strong ‘safety culture’ that encourages people to prioritize safety and
raise concerns about security. Organizations should also define Al governance policies and usage guidelines
to align expectations across the organization, informed by deployment experience and various stakeholders.

Oversight (n=5, = =1, lu=4)

Oversight controls are organizational-level tools for standardizing and enforcing security policies. Technical
safeguards such as monitoring, guardrails, and access controls can be enforced through centralized systems.

Usage Restrictions (n=6, = =1, lu=5)

In addition to access controls for agents, similar restrictions are needed for humans. User access controls limit
access to agents to prevent malicious use disallowed by usage policies. Internal developer access to critical
agent sub-components, such as model weights or user data, should be minimized and protected with tech-
niques like multifactor authentication to defend against theft. Additional specific technical recommendations

show significant overlap with agent [access controls]

Legal Considerations (n=3, 7= =0, lu=3)

Three industry sources highlighted certain legal considerations that may be important when developing or
deploying agents, such as complying with data protection laws, protecting intellectual property with patents
and copyrights, and using indemnification clauses to clarify liability.

Discussion of the Best Practices

Takeaway 4: The security landscape is broad but permeable. Our taxonomy, including the literature it covers,
provides a wide array of practical techniques that can improve the security of agents. Many categories had
solid agreement across academia and industry. Although all have limitations, a defense-in-depth approach can
provide substantial security benefits. However, the emphasis on defense-in-depth simultaneously underscores
the reality that agents, as with all software, are fundamentally insecure. Layering as many safeguards as
possible is the best approach to an unforgiving and rapidly evolving threat landscape.

Takeaway 5: LLM agent security builds on a large body of cybersecurity knowledge. Throughout the litera-
ture, we found repeated references to foundational techniques in software security and extensions of existing
cybersecurity guidance to agents. Many of the best practices in the categories of defensive cybersecurity,
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supply chain risk management, and encryption could be applied to almost any software system, regardless of
the presence of Al components. As noted by some sources [[164}[143]], these cyber-focused recommendations
are well covered (and expanded upon) by existing guidance such as the NIST Secure Software Development
Framework [14] and the OWASP Application Security Verification Standard [165]]. Other categories adapt
common cybersecurity tools and principles to Al-specific components. Access controls, for example, adapt
IAM roles and OAuth protocols [166] to provide agents with their own identities and access restrictions
(84, 1101].

Furthermore, many of the other categories, although focused on Al-specific components, are closely related
to traditional cybersecurity techniques. Monitoring, for example, focused almost exclusively on monitoring
the LLM agent itself, despite monitoring being a core component of cybersecurity defenses [[167, [14]. The
observed red-teaming recommendations also focused on securing Al components against Al-specific threats,
although it has a long history in being applied to traditional software components and cyber threats 168 45]].
This suggests further opportunities to leverage the extensive experience of the cybersecurity community in
traditional software to improve security controls for LLM agents.

Takeaway 6: Industry emphasizes operational security considerations and traditional cybersecurity prac-
tices. Industry sources dominated the guidance for eight of the nine leaf categories in the operations stage.
This highlights structural differences between the strengths of academia and industry. Industry guidance is
often directly informed from deployment experience (e.g. [102] [141}[163]), experience which researchers in
academia can generally not obtain directly. For example, the two articles providing the bulk of the academic
guidance on LLM agent drew heavily on interviews with public sector workers [139] and exist-
ing industry and government practices [33]]. The industry literature also constituted much of the guidance

on [human-agent interaction, especially for HITL. This emphasis on user-centric design again highlights the

focus on deployment in industry, where agents will interact with real-world users.

We previously highlighted industry’s concern with cyber threats in [Threats to LLM Agents| and the distri-

bution of best practices continues this trend. The majority of the defensive cybersecurity recommendations
came from industry sources (Defensive Cyber), and while the distribution for SCRM was more balanced,
industry sources tended to focus more on the traditional software supply chain rather than Al-specific com-
ponents. This gap could be filled through closer collaboration with academic cybersecurity researchers; re-
cent work on hybrid cyber-Al vulnerabilities demonstrates the utility of leveraging cybersecurity experience
[L69L 170, [171].

Takeaway 7: Common limitations of security controls pose feasibility challenges. Across the entire best
practices taxonomy we saw recurring tradeoffs in security controls. The literature noted increased costs
[20, [160], lower agent performance [60, |61]], and added privacy concerns [34,[160] for a variety of controls,
tradeoffs that would only compound with defense-in-depth approaches. For example, some sources recom-
mended minimizing the amount of data stored from agent interactions [62} |86] to address privacy concerns,
contradicting other guidance that recommended logging as much data as possible [34} 162, (161, 44, |80].
[management]techniques are designed to guide developers through the difficult decisions posed by conflicting
requirements [172f], but they still pose challenges for practical adoption. Improving the Pareto frontier of
these tradeoffs is a promising direction for future work.
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Case Studies: Security Controls in Practice

In this section, we present and analyze the results from our review of LLM agent case studies, which provide
insight into the real-world usage of agent security controls.

Case Study Results

We list the number of case studies that described a security control in each category of our best practice
taxonomy. Counts are out of 36 case studies. We provide citations to all sources for each category in the
mirroring Table2] Figure[d]compares these results with the distribution of best practices from
[Security Best Practices]

Design (n=34):
* Core Agent Design (n=3): Prompt Engineering (n=2), Multi-Agent (n=0), Other Design Patterns (n=2)
* Run-Time Controls (n=17): Monitoring (n=10), Guardrails (n=10), Sanitization (n=4)
* Human-Agent Interaction (n=11): Human-in-the-Loop (n=10), Transparency (n=4)
* Environmental Controls (n=20): Access Controls (n=17), Sandboxing (n=10)
* Resource Controls (n=15): Encryption (n=10), Rate Limiting (n=2), Other Resource Controls (n=6)
* Defense-in-Depth (n=2)
Development (n=17):

* Training Strategies (n=5): Adversarial Training (n=1), Data Management (n=0), Other Training Strate-
gies (n=4)

* Evaluation (n=9): Red-Teaming (n=7), Elicitation (n=1), Metrics (n=2), Other Evaluation Techniques
(n=5)

» Secure System Development (n=38): Defensive Cybersecurity (n=8), Supply Chain Risk Management
(n=4)

Operations (n=16):

* Deployment (n=14): Continual Auditing (n=9), Logging (n=9), Incident Response (n=5), Phased De-
ployment (n=2)

* Governance (n=11), Risk Management (n=9), Organizational Management (n=4), Oversight (n=4),
Usage Restrictions (n=6), Legal Considerations (n=0)

Discussion of the Case Studies

Takeaway 8: Intellectual property concerns hinder transparency. Figure 4] shows that case studies provide
little information about the core agent design and its training strategies, especially in the subcategories of
prompt engineering, multi-agent systems, adversarial training, and training data management. These Al
components of LLM agents distinguish them from traditional software and thus are crucial pieces of intel-
lectual property. Overall, the case studies highlight the incentives that organizations have to avoid sharing
information about security controls closely related to these Al components. Furthermore, the case studies
in general provided little information on their security policies, with over 60% of the case studies covering
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Figure 4: Distribution of security controls across best practice categories. Case studies include security controls
implemented in real-world systems, while best practices include recommendations from academia and industry.

fewer than five leaf categories, suggesting a general bias towards secrecy. If security measures cannot be
publicly disclosed, they should still be shared with external auditors to ensure accountability [139] 141}, [98].

Takeaway 9: Case studies emphasize user-focused security controls. The case studies frequently prioritized
security measures that protect user privacy and provide users with control over agent behavior. The resource
controls implemented in the case studies focused primarily on encrypting and minimizing the retention of user
data (e.g., [173.[174]). Environmental controls, the most commonly used security controls, often emphasized
protecting and giving users control over their data and other resources (e.g., [173, [176]). Human-agent
interaction controls were also frequently used, primarily driven by human-in-the-loop steps that give users
the opportunity to approve agent actions (e.g., [177} [178]]). This focus on the user highlights the importance
of user-centric design in real-world systems, providing an area for academic research and industry guidance
to better align with practical considerations.

Takeaway 10: Public security policies and certifications hold organizations accountable. Among the four
case studies with the broadest coverage of our taxonomy, two came from organizations with public security
policies and two from organizations with SOC 2 [181]] compliance [182}[183]]. This suggests that
commitments to public security standards or external audits increase organizational accountability. How-
ever, such commitments do not guarantee transparency: several agent providers highlighted their SOC 2
or ISO 27001 compliance while publishing little additional detail about their security controls [184} [183].
Additionally, foundation models and generalist LLM agent platforms [187, also reported
comparatively broad sets of security controls, which is particularly important given their role as the basis for
various downstream agent applications.
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Discussion

We now discuss our overall findings by providing three recommendations, which highlight key themes from
our results and offer directions for future work.

R1: Increase Academia—Industry Collaboration.

Our results reveal a complementary approach to LLM agent security between academic and industry work,
often centering on differences between research and production or Al and cyber. These differences not only
reinforce the utility of our review methodology, but also highlight opportunities for collaboration to better
address practical security concerns.

Better engaging researchers in [threat intelligence sharingl which is primarily targeted at organizations [46],

or providing access to real-world usage data through anonymization techniques like [differential privacy| or

recent LLM-based approaches [[189, |190]], would better align the two communities.

R2: Develop Agent-Specific Security Controls.

Although our review focused on LLM agent-specific literature, our taxonomies overlap with known LLM
threats and best practices [[191,(192}|193]]. Internal threats, which center on common LLM failure modes like

hallucination [194], were the most commonly cited

Many of the evaluation frecommendations|are as relevant to LLMs as to LLM agents. This overlap highlights

that LLM agents are, at their core, LLMs—they inherit and amplify LLM threats but also carry forward
established best practices. However, it also suggests opportunities for new defenses uniquely tailored to
agents.

For example, only two sources [68 [110] cited recent work on [agent-specific control flow techniques| which

offer security guarantees against prompt injection attacks [195| 196, [197]. Academia, with its focus on
lemerging threats| is well positioned to advance such approaches.

R3: Expand and Systematize Risk Assessments.

Our contributions provide a framework with which to analyze the security landscape, assess the risk of partic-
ular threats, and develop mitigation strategies consisting of consensus-backed security controls. We provide
the results of such a process (described in|Assessing Selected Threats) for two threats identified in our [threat]

taxonom

Example 1. Knowledge-base attacks threaten the data sources from which agents pull information, such as
RAG databases or memory systems. These resource-related vulnerabilities map directly to
[ trolsf lencryption|and [privacy controls|mitigate some privacy concerns regarding the retention of potentially

sensitive data, and can purge poisoned memory entries to prevent them from influencing
model behavior. Other defenses can protect knowledge bases from external manipulation, including[SCRM]

and [usage restrictions| Adversarial training can promote robustness against retrieved [poisoned data] Mea-

sures such aslenvironmental controls} [structured control flows] and|rate [imiting |can contain and minimize

losses if agent behavior is hijacked, and jrun-time controls|or [HITL steps|can block data exfiltration.

Note: Our taxonomy highlights the need for additional research to effectuate this mitigation plan: privacy
and memory controls had little emphasis in the literature, despite this being a highly cited vulnerability
category. However, data privacy controls are widely used in traditional software [[198], indicating a need for
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closer alignment between cyber and Al security. The minimal discussion of memory controls highlights an
important direction for future work in developing robust memory validation techniques to mitigate memory
poisoning attacks.

Example 2. Denial-of-Service (DoS) attacks are a particular attack in the cyber category of resource threats.
Defending against DoS requires to bound the number of requests and other resource usage
that any individual or group of users can make. Anomalous usage should be and offending
accounts should be Systems should be red-teamed against DoS attacks to fensure] that safeguards
are adequate, and incident response protocols should [respond]to in-progress attacks.

Note: DoS attacks are a classic type of cyberattack, and the LLM agent literature provides specific targeted
defenses for them, demonstrating the increasing alignment between Al and cybersecurity. However, there are
still gaps in the coverage, as monitoring and red-teaming are primarily suggested for agent behavior rather
than external cyber threats, and the operational recommendations come primarily from industry sources.

These examples present a first step. The process can be extended to additional threats and deepened by
tracing citations further into the literature. Establishing repeatable processes for agent risk analysis should
be a priority for both research and practice. Our work presents such a process: systematically mapping the
threat landscape, taxonomizing security practices, and combining them to yield actionable insights.

Conclusion

LLM agents face a daunting array of threats, posing significant risks to those who build and use them. Yet,
with guidance fragmented across sources, developers and organizations lack a coherent path to security.

We conducted a systematic literature review of the LLM agent security landscape to clarify what threats they
face, what techniques exist to protect them, and how they are secured in practice. By synthesizing insights
from academia, industry, and real-world deployments, our results unify previously scattered insights and
provide structure to the current state of LLM agent security.

We contribute a categorization of threats to LLM agents, a taxonomy of actionable security practices, an
evaluation of adoption in real-world case studies, and a demonstration of how these components can be
combined into repeatable risk assessments.

Securing the future of LLM agents will require a united effort between academia, industry, and government,
across Al and cybersecurity domains. We hope this work helps the field move towards standardized, repeat-
able blueprints for building secure LLM agents.
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Appendix
Related Work

Table [3 summarizes the coverage of related academic surveys on LLM security. The table records whether
each survey was general or domain-specific (General), whether it followed a systematic review methodology
(Sys. Rev.) or was itself a meta-review (Meta-Rev.), and whether it included grey literature (Grey Lit.) or
real-world case studies (C.S.). In addition, for each survey we mapped recommended security best practices
onto the leaf categories of our |best practice taxonomy)) to assess coverage (# BP Cat.). Our work is the only
survey that addresses all criteria.

Figures [5] and [6] display the number of categories covered by each source for our faxonomy of attack types)

and [best practices)), respectively.

30

Total Threat Categories (25)

Number of Sources

Number of Sources
Total Best Practice Categories (33)

6 11 1‘6 2‘1 6 11 16 2‘1 2‘6 3‘1
Number of Threat Categories Covered Number of Best Practice Categories Covered
Figure 5: Distribution of the number of threat cate- Figure 6: Distribution of the number of best prac-
gories mentioned by each source. No single source tice categories mentioned by each source. No sin-
contained all 25 identified threat categories. gle source contained all 33 best practice categories.
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Table 3: Comparison to related surveys. We evaluate the surveyed academic literature in terms of whether it: was
non domain-specific (General), a systematic review (Sys. Rev.), a meta-review (Meta-Rev.), included grey-literature
(Grey Lit), or included real-world case-studies (C.S.). We also count the number of best practices from each leaf
category in our taxonomy.

Author General  Sys. Rev. Meta-Rev. Grey Lit. C.S. #BP Cat.

N

Campos [139]
Deng [20]

Li [126]
Korbak [40]
Schmitz [33]
Chen [34]
Gan [57]
Shanmugarasa [36]
Chen [39]
Grey [130]
Kong [38]
Tang [35]
Wang [59]

He [60]

Li [61]

Shi [62]
Narajala [104]
Yan [37]
Habler [105]
Raza [107]
Hammond [19]
Ma [68]
Shamsujjoha [41]
Ko [70]
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Search Strategy Details

Academic Literature: Queries and Constraints
Search Terms: Each of the Semantic Scholar API [48]] searches was based on a combination of terms from
the following three categories:
+ Study scope: ‘Survey of’, ‘Review of ', ‘Standards for’, ‘Best practices for’, ‘Open Challenges in’
+ LLM-agent focus: ‘LLM Agent’, ‘Agentic AI’, ‘LLM tool use’, ‘Multi agent’
 Security content: ‘Security’, ‘Safety’, ‘Red teaming’, ‘Risks’, ‘Privacy’
Each query selected one term from each category (e.g., ‘Survey of LLM Agent Security’); our 100 searches

covered all unique combinations of terms.

Search Filters: We restricted publication dates to the window July 2020-July 2025 to cover recent work. We
filtered results to the ‘computer science’ category.

Data Collection: We collected the top 15 results per query, sorted by relevance. De-duplication resulted in
478 candidate papers.

Gray Literature: Search Terms and Excluded Domains

Search Terms: Each of the Google search queries was based on a combination of terms from the following
three categories:

« Content type: ‘Guidelines for’, ‘Best practices for’, ‘White paper for’, ‘Report for’
e LLM-agent focus: ‘Al agent’, ‘Agentic AI';, ‘MCP’, ‘Multi agent’
+ Security focus: ‘Security’, ‘Safety’, ‘Risks’, ‘Privacy’, ‘Red Teaming’, ‘Guardrails’, ‘Mitigations’

Each query selected one term from each category (e.g., ‘Guidelines for Al agent Security’); our 112 searches
covered all unique combinations of terms.

Search Filters: Certain websites were excluded to avoid irrelevant content and avoid overlap with the aca-
demic search process. These include:

* Academic: arxiv.org, neurips.cc, ijcai.org, aaai.org, openreview.net, sciencedirect.com, pmc.ncbi.nlm.nih.gov,
ieeexplore.ieee.org, acm.org, nature.com, papers.ssrn.com, researchgate.net, paperswithcode.com

* Other: reddit.com, linkedin.com, x.com, github.com

Data Collection: We collected the top 20 results per query. De-duplication resulted in 765 candidate papers.

Case Studies: Google Search Query Template

Search Terms: The following search template was used to investigate the developer website for each entry
in the Al Agent Index [29]:

site: {developer-domain}
(Agentic OR Agent OR "Model Context Protocol"™ OR "Tool use")
AND (Secure OR Security OR Safety OR Securing OR Mitigation
OR Vulnerability OR Threat OR Risk OR Exploit OR Privacy
OR Cybersecurity OR Authentication OR Authorization
OR Unauthorized OR Malicious OR Adversary OR Guardrail
OR Attack OR Red-Team OR "Red Teaming" OR "Red Team"
OR Privilege OR Escalation)
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We replaced {developer-domain} with each developer website. We conducted searches for each of the 67
entries in the Al Agent Index.

Data Collection: We reviewed up to 50 results per query. Only sources with potential security-related content
were retained. 154 candidate sources were collected.

Case Study Sources

In Table[d] we list each case study source which implemented a particular security control in our best practice
taxonomy. Some case studies had multiple associated documents; when multiple sources from the case study
occurred within a single category we grouped them with parentheses. In we count the number

of unique case studies in each category, so grouped citations only count for one occurrence.

Table 4: Case study sources. We cite the case study documents referenced for each best practice category.
Documents from the same case study are grouped in parentheses.

Design Development Operations
Category References
Prompt Engineering 199]
Multi-Agent
Other Design Patterns 12001199

Monitoring
Guardrails - 811203 --- (--) (IT79112041), ([180}209)), (12101 211)
Sanitization 1991212, 2111 [182]

Human-in-the-Loop

21311781177} 180} 2121 210} 214, 2031 206} 215]

Transparency 16 214

Access Controls (1731 2151 2181 2191 214, 217, 220} 2121 2211 [180} 222 204, 1781 [183l), ([176}2231), (12241 175]),
(12011 207, 208])

Sandboxing (2251 173 2121 220} 214} [T74) 2261 215]), ({1801 2091), (1227 228])

Rate Limiting

Encryption [1841[1731 207, [1851 2031 2201 [174} (1761 [1821 183]

Other Resource Controls [1781[224] [182)

Defense-in-Depth 204}

Adversarial Training [199]

Data Management

Other Training Strategies [17811231

Red-Teaming (1781 (17911991 2141 [186) 2061, ([18012091)

Elicitation [179]

Metrics 217

Other Evaluation Techniques
Defensive Cybersecurity
Supply Chain Risk Management

120211791 1801 [I86), ([217, Z101)
[T841[T851 2041 2031 2201 1821 [183], (1232} [1741)
120412201 1821 [183]

Continual Auditing (18012241 2031 2331, ([179}204])
Logging (1841 [173) 20 212|214 2341 [183]

Incident Response

Phased Deployment

Risk Management
Organizational Management
Oversight

Usage Restrictions

Legal Considerations

(1801 2031182} [183], ({179} 204])

[176) 18211831235, ({179} [204]), ({180 209])
03118

(1801 21211831, ([176) 223]))

12041224, 212 [1761 [1821 [183]
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