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Introduction 
This study paper addresses questions frequently asked by organizations transitioning to digi-
tal engineering. These organizations are involved in the acquisition or development of large-
scale systems that integrate hardware, software, and human-executed subsystems. Their 
questions pertain to the development, analysis, acquisition, review, and validation of models 
for these systems and delivering digital artifacts.  These artifacts form a “digital thread” – an 
interconnected chain of models that covers all lifecycle phases. The digital thread serves as 
basis for system analysis, implementation, integration, verification, validation, accreditation 
and deployment of product systems.  The organizations that face the challenges of transition 
include government acquisition entities, prime contractors, suppliers, and qualification and 
accreditation authorities. 

Digital engineering for physical aspects of systems utilizes computer-aided design, engineer-
ing, and manufacturing tools. Use of such digital tools has demonstrated significant value 
across all industries for many years. Achieving similar success in systems where hardware-
software integration is predominant, known as cyber-physical systems (CPS), remains chal-
lenging. The development of such systems has faced difficulties in creating and effectively 
using model-based engineering artifacts. The specific questions we hear include: 

• Why do we receive models from suppliers that don’t really address our acquisition
needs?

• How do we create and deliver models that satisfy our business drivers?

• How do we create models for CPS that provide analytic results in the same way that
models of purely physical systems support analysis?

• How can we use models to support early lifecycle decision-making or tradeoffs in the
areas of functionality, safety and security?
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In addition, we find many organizations questioning what models to create, who should cre-
ate them, when in the lifecycle modeling is appropriate, and how to use models in support of 
milestone reviews. 

This report does not examine modeling content that defines a system product.  Many model-
ing languages, tools, and methods exist to provide that content.  The topic we address here 
is more basic – what criteria apply to analyze any model in terms of questions about the sys-
tem product under development. When these models are under review, analysis focuses on 
whether the models satisfy specific use cases of stakeholders for the system product.  Those 
use cases focus on either production of the models or use of those models for delivering the 
product. 

Study Structure 
Bottom line up front (BLUF) 
Driving questions 
Criteria for assessment of a model 
Study Approach  
Modeling Behavior Context 
Use cases for the model 
Exploratory questions and suggestions 
Summary 

Bottom Line Up Front (BLUF) 

Government organizations and contractors alike perform extensive modeling efforts as a ba-
sis for fielding integrated hardware-software system products.  Though modeling approaches 
have a multi-decade history, the results still fall short of expectations – customers of the 
models that are delivered find them hard to use, models are often descriptive of system de-
tail but lack analytic potential, models over-emphasize detail, and models cannot be used to 
support tradeoff or early lifecycle decisions.  

Many current models and the modeling approaches used to create them are not sufficient to 
serve as usable specifications or designs. Where the government produces a collection of 
models – the model set – to communicate needs to potential vendors or where contractors 
and suppliers deliver model sets that respond to those needs, the modeling products are as-
sessed as incomplete.  Gaps or inconsistencies in model content from government result in 
products that inadequately satisfy government needs or in products that exhibit misinterpre-
tation of those needs.  Contractors and suppliers deliver models that cannot answer the ac-
quirer’s questions in terms of functionality, key system attributes, and risk reduction. While 
models could start with an explicit statement as to model intent and scope, they often lack 
that very basic content.  



SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 3 

[Distribution Statement A] Approved for public release and unlimited distribution.' 

This report proposes a set of criteria that, when satisfied, address stakeholder needs, im-
prove existing model-based practices, introduce modeling to address analytic needs, support 
modeling across the lifecycle of acquisition and development, and advance techniques for 
supporting model reuse. 

Driving question  

Scenarios in use of models help form the basic criteria that modeling for CPS must address. 
From the government perspective the scenario is expressed as follows: 

Government Scenario: “As an acquisition organization, we need to acquire a 
new CPS. We will produce models that contain the acquisition requirements 
and provide them to a contractor and its suppliers. The primary use case for 
these models is for developing both refined specification and design models 
for the CPS.  Our intent is to issue those models as a means of contracting 
with an industry supplier to decompose the requirements and demonstrate a 
progression of refined models that lead to implementation, integration and 
deployment of our CPS products.”   

For the contractors and suppliers, the formative scenario is expressed as: 

Contractor Scenario: “Our organization exists to deliver products to our customers that sat-
isfy their needs and meet their schedule and performance requirements within a set budget.  
We develop models as a means of  

1. demonstrating our understanding of customer needs  
2. showing our progress over the course of development in meeting those needs 
3. providing early lifecycle analysis and tradeoffs  
4. satisfying capabilities 
5. establishing a modeling foundation early in the lifecycle that can be used by custom-

ers to review our work and internally for refining specification models into design 
models ready for analysis, implementation, integration, verification, validation, ac-
creditation and deployment of system products. 

The criteria we need should address the following: 

1. how to assess the adequacy of government acquisition models to assure they pro-
vide requirements with adequate specification to potential suppliers of needed CPS 

2. whether contractors and suppliers are using their engineering capability to model ac-
tual CPS products that satisfy these requirements. 

In the criteria that follow, we need to establish two sets of use cases for models 
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1. Digital thread use cases define ways that data from the model set must be used.  Ac-
tors in these use cases include the acquisition authority, modelers, contractors, quali-
fiers, and other stakeholders of the system product that is planned for and created. 
The use cases describe how the models themselves will be used in acquisition, for 
Request for Proposal (RFP) issuance, to conduct tradeoffs and analysis, for system 
qualification, during reviews, and other actions. 

2. System product use cases for the system product.  Actors in system product use 
cases are the users of the system product that is ultimately fielded.  These use cases 
may focus on system startup, nominal system use, failure mode actions, and system 
shutdown. 

There will be overlap in actors between these two sets of use cases, but the activities should 
be modeled as separate use cases.  Both sets can proceed through modeling, developing, 
and operations for verification, validation and accreditation (VV&A). Each set has its own cri-
teria that the respective model sets must satisfy.  The criteria for digital thread use cases as-
sess their ability to support acquisition, development and materiel release activities. The cri-
teria for assessing system product models must evaluate content with respect to the product 
capabilities. Table 1 summarizes the different aspects of each model category and provides 
an example validation. 

Table 1. Aspects of each category of model for digital engineering assessment 

Model Criteria 
Categories 

Digital Thread Use Cases System Product Use Cases 

Actors Acquirers, modelers, contractors, 
qualifiers 

Users of system product, maintainers, 
developers of systems that must in-
teroperate 

Activities Model is used in RFP 
Model is used to convey specifica-
tions/design 
Model is used to understand cus-
tomer need 
Model is used to support qualification 
and VV&A 

Decompose and allocate require-
ments to subsystems or components  
Trace refinements back to source  
Design system elements 
Develop test plans and procedures 

Concerns Level of detail and design decisions 
in specification models.  
Appropriate coverage of hardware re-
sources, qualities, evaluation mecha-
nisms 

System product addresses customer 
needs.  
Analysis to determine satisfaction of 
constraints 

Verification Create model 
Evaluate compliance with regulation 
Conceptual description 
Imposed constraints  

Model of system product directed to 
testing with respect to all test cases 
and procedures. 
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Model Criteria 
Categories 

Digital Thread Use Cases System Product Use Cases 

Validation Create model 
Use in subset of modeling activities 
Evaluate and improve models for 
meeting user needs 

Evolve models to implementation and 
integration 
Create minimum viable product, exe-
cute and test 
Refine MVP to MVCR 

Accreditation Create model 
Determine if sufficient information or 
data is in model to support certifica-
tion criteria.  

Use model as representative of sys-
tem to support future physical certifi-
cation. 

 

Criteria for Assessment of a Model 

Both government and contractors produce models to document understanding of the needed 
CPS. These models may be for use internally or by others for a variety of development 
needs.  It is these needs that drive the activities of modeling use cases, that is, how the mod-
els will be used in a continuing fashion by the model developer and by others for understand-
ing, analysis, or refinement.   

Models should cover aspects needed by a variety of stakeholders in the development of the 
CPS.  For example, the model should include: 

• explicit connections to other parts of the model, such as hardware resources, and be-
tween multiple models. 

• quality attribute (QA) aspects to elaborate the meaning of any QA.  If configurability 
is an attribute, the model must reference the areas needed for configuration, likely in 
software, and at what time configuration can occur – during development, at build 
time, at load time, during execution, etc. – or whether by integration as on board or 
off board 

• constraints that must be evaluated for qualification of the CPS including latency, con-
nectivity, bandwidth limitations, processor limitations, logging options, or security 
needs.   

The following criteria concentrate on the modeling content we expect to see in any govern-
ment or contractor specification model.  From that perspective, models from suppliers and 
contractors document design decisions while specification models from government gener-
ally do not include such decisions.  Specification models define information needs in abstract 
terms. Design models refine these abstractions into data design, whether messages for inter-
change of data or data structures to satisfy computing processing, memory and networking 
requirements.  



SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 6 

[Distribution Statement A] Approved for public release and unlimited distribution.' 

The criteria also establish use cases for the model.  Analysis that applies these criteria, 
should establish scope for use of the model, for example, to be used to assess the correct-
ness of the current model and whether it is internally consistent. To assess a specification 
model in general, we expect to see specific content in the model including:  

1. A statement of scope that describes the system product being modeled 
2. A clear statement of purpose and intent behind the model 
3. The ecosystem of users including acquirers, modelers, model users, as well as the 

digital environment  
4. Questions the model should answer 
5. Diagrams needed to define the specification 
6. A workflow or activity diagram of model flow across the value stream associated with 

the ecosystem 
7. Use cases for the model (vs. system product use cases) 
8. Requirements for products defined by or that will be built from the model 

These aspects are defined in the “enabling environment” under a modular open systems ap-
proach (MOSA): supporting requirements, acquisition strategies, and business practices. Ta-
ble 2 summarizes the criteria and applies them in the context of a government specification 
model.  For a contractor design model, the example model content would be applying the cri-
teria to satisfy both elaboration of requirements from the specification model and develop-
ment of the design model, itself. 

Table 2. Description of content  to be captured in a specification model  

Expected content of a 
Specification Model 

Instructions for Model Content 

1. Scope of system product  Define the scope of the system product to be delivered.  This may be scoped as a 
subsystem or component of a full system product and model must define this. 

Define any non-functional needs (safety, security, performance, standards) that 
model should include 

 2. Purpose and intent of the 
specification model 

 

Use cases for the model.  Examples: 1. Acquisition authority provides requirements 
for a supplier to develop the system product. 2. Qualification authority has infor-
mation needed to assess future certifiability and gaps. 

3. Ecosystem of specification 
model users  

Define roles, responsibilities, and what level of expertise expected from: industry con-
tractor, subsystem supplier, acquisition authority, qualification authority 

4. Questions the specification 
model should answer 

What are the product system requirements that must be satisfied by a supplier? 
What are the design constraints that a conformant CPS must satisfy in terms of re-

sources, timing, scheduling, network access, connectivity? 
What are the criteria to assess conformance to the specification?   

5. Diagrams needed to define 
the component specification 

Block diagram to decompose acquisition item in terms of systems, subsystems or 
components. 

Requirements allocated to decomposed blocks 
Activity diagram showing interactions between user and system or between system 

product and external systems 
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Expected content of a 
Specification Model 

Instructions for Model Content 

6. Workflow  Acquirer develops specification model of system product and provides that model in 
RFP 

Acquirer receives and reviews refined models from contractors proposing to build the 
system product 

Contractor develops and delivers models of the system product for review by acquirer 
and qualification authority 

Contractor revises and refines models to implementation, integration, and deployment 
 7. Use cases for the models 

 
Understand and validate requirements 
Produce the refined requirements 
Elaborate specification models to design 
Analyze model content for satisfaction of attribute constraints 

8. Requirements for system 
product to be built and of mod-
els for the product  

Detailed throughout the model via structure, behavior, data abstractions, system 
product attributes 

Model attributes such as readability, usability, traceability, reusability if required 
 

Study Approach 

This section applies the criteria to evaluate the utility of models for a CPS.  For this study, the 
models include those to satisfy use cases of both the government and contractor scenarios. 
We first need to understand the intent and goals of models derived from the scenarios.   

Government Scenario: we understand that the intent of this specification model is 
to specify requirements needed for a contractor to deliver a CPS.  The government 
should produce models that contain the acquisition requirements in terms of product 
scope and provide them to a contractor and its suppliers. Table 2 further elaborates 
the content we expect to see in the government specification model. The primary use 
case for these models is for developing both refined specification and design models 
for the CPS.  This information should be contained in the model, or the model must 
contain links to related government artifacts that spell out this detail. 

Contractor Scenario: we understand the contractor intent as providing products to 
its customers. For the scenarios in this report, the contractor should satisfy the needs 
of its government customer based on the government’s specification model.  The 
elaboration of that specification model into refined and derived requirements. Con-
tractors also provide design including models of function, behavior, and data design. 
Combined with analysis for constraint satisfaction and addressing of qualification 
needs, these models and non-model artifacts provide confidence to the government, 
that the contractor can meet its schedule and all performance requirements within a 
set budget.  The government should assess all models that are developed to assure 
that they: 

1. establish a modeling foundation early in the lifecycle 

2. demonstrate that the contractor understands the government needs  
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3. show our progress over the course of development in meeting those needs 

4. can provide early lifecycle tradeoffs and analysis for satisfying required ca-
pabilities 

The model criteria in Table 2 can be used by government as review criteria to satisfy specific 
milestone reviews.  They can also be used internally by the contractor to assure that models 
developed can be used for refinement from specification models into design models ready 
for development, implementation, integration, configuration audit, VV&A, and deployment of 
deployed system products. 

This model content is essential to understand the intent and goals for applying the models, 
both those from the government (specification) and those from the contractor (design).  
These analyses could be combined into the structure of Table 2.  The content of the table 
can then be modeled to clarify the specifics that are present in the delivered model or that 
must be captured and used to satisfy model use cases under each scenario.  Note that these 
criteria are not based on extensive review of the system product content contained in the 
models from either government or contractor.  The intent of the review defined by this study 
is limited to addressing model and modeler needs for delivery and exchange of models.  
Separate studies are required to elaborate and define system product modeling content for 
specification, design, behavior, data analysis, etc. 

Let’s now turn to a concrete acquisition scenario. From our experience in product develop-
ment, we expect an acquisition scenario to be as follows: 

The program manager (PM) of a ground-based fighting vehicle platform 
needs a mission computing environment. The environment for the platform 
must satisfy product-specific functional requirements within various system 
constraints (SWaP, latency, bandwidth capacity, safety, security).  The PM is-
sues a specification model of the computing environment as an RFP to indus-
try and expects contractors to propose solutions that address the specifica-
tion in model form.  The supplier conforming to the specification delivers a 
response in model format that demonstrates its ability to deliver a product 
that satisfy the PM’s needs. The PM and supplier work together to arrive at 
models and model content that precisely satisfy the needs of the computing 
environment for the ground-based fighting vehicle.    

The government specification model should contain content to satisfy this acquisition sce-
nario. Assuming SysML V1 modeling, the specification model should show a block definition 
diagram to establish the context of the computing environment and functionality under acqui-
sition. It should also show use case diagrams of the ground-based fighting vehicle.  But as 
the criteria establish, the government model should also include content that reflects the 
stakeholders of the model, the use cases of the model itself – understand the system under 
acquisition, review the model, develop qualification criteria of the system – and where these 
stakeholders are use case actors. 
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Even before bringing computing environment specifics into the specification model, the gov-
ernment can define its plan for elaborating that model.  Again, the structure of Table 2 offers 
a form for capturing that data. If the criteria are applied after modeling has commenced or 
even completed, the table format provides the evaluation support for refinements of the 
model. These refinements assure that models address downstream needs. The contractor 
tasks address a similar set of criteria for creating its models.  The contractor executes a plan-
ning activity to determine how to best address the modeling criteria in response to an RFP, 
during development, in planning for reviews, and in applying the models to implement and 
integrate the computing environment. 

Modeling Behavior Context 

The government, in the above scenario, applies a modeling technique to construct a model-
based product specification for the ground-based fighting vehicle system product. The speci-
fication is provided to all entities intending to bid on the acquisition of the product.  The speci-
fication model can be addressed by a supplier who already has a family of vehicle products.  
The supplier can then bring one of those products into conformance with the government 
specification. Other suppliers may propose delivery of a standalone product.   

For the purposes of this context discussion there are several models of interest: 

Pspec – the model of the government’s specification for the computing environment 
product 

Pproposed – a model of the contractor’s proposed solution or solutions  

Pactual – the model of an actual solution 

Each user of one of these models will evaluate the initial government specification based on 
their own experience and interests. The experience and interests may be qualified by the fol-
lowing organizational characteristics 

• The Pspec need not contain certain information if all the potential users of the model 
possess that information and have a shared understanding.  

• Completeness, consistency, and correctness are all evaluated relative to that shared 
understanding.  

• Members of a single team or organization likely have a common or shared under-
standing of the information in their own products that are similar to those to be de-
rived from the Pspec but that organizational context is not shared among all potential 
users 

Members of the team creating the Pspec (the government specification model developer) may 
think the model is complete. However, the users may interpret the Pspec in a variety of ways.  
The degree to which context and understanding differs between the model creators and 
model users will affect the interpretation. The way in which that understanding varies within 
an individual organization is another reason why teams handed the Pspec may interpret the 
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spec in different ways.  They may not even understand the Pspec if underlying assumptions 
vary between the creator and a specific user of the Pspec. 

The specification must clearly address the criteria established under model assessment 
above.  Without a clear understanding of how the model is to be used in the workflow from 
model specification and requirements (functional and non-functional) to design, implementa-
tion and integration, suppliers cannot create conformant products.  Also, weapon system 
PMs who need a conformant solution will not understand how to express their needs to ob-
tain, integrate, and use a supplier’s solution.  

Figure 1 represents the creation of the government specification model and its use across 
the ecosystem for the vehicle computing environment. In the figure (ModelingSME-PMO 
swimlane), the workflow begins with creation of a specification model template. This swim-
lane also includes an evaluation activity to assure that the models address the modeling use 
cases, and, during product development, that system product models satisfy product use 
cases, requirements, and design. A systems engineer (SystemsEngineer-PMO swimlane) 
uses the specification model to apply the range of computing environment features to estab-
lish the Pspec computing environment.   The computing environment specification model is 
provided as part of an RFP and a contractor creates the Pproposed to define how the supplier 
will create the computing environment (SystemsEngineer-Contractor Modeler swimlane). 
This capability is the Pactual.  This computing environment design model is the basis for imple-
menting and for integration into the PM’s ground vehicle platform. It is used by the PM ac-
quiring a conformant computing environment (SystemsEngineer-Contractor Developer swim-
lane) to apply the design model, implement the CPS for the computing environment, and 
integrate on the platform.  

 

Figure 1. Flow of ecosystem exchanges from government specification model to Specific Product 
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Use Cases for the Model  

Use cases for the model are directed at use of the model content not at use of the system 
product. These modeling use cases answer questions such as:  If I use the model, what 
should I expect to derive from it?  The answer may be another model, a system, a process, 
or other artifacts. This category of use cases differs from product system use cases that are 
concerned with the executable system, its users, and the result of performing that use case.  

There are several situations in which the type of modeling captured in the specification 
model is useful. 

UC1 – the PM wants to issue an RFP. Performing this use case builds a model (the 
Pspec) to provide an unambiguous way of communication between the PM and the 
potential vendors 

UC2 – the PM wants to use the Pspec as a means of evaluating a model (the Ppro-

posed). This use case establishes interactions among the ecosystem players who ac-
cept the government specification model, derive additional models, prototypes, tools, 
cost estimates, development team descriptions or other content that is submitted as 
part of the response to the RFP. 

UC3 – the PM wants to evaluate a delivered product.  Running the use case allows 
the acquirer to check conformance to the technical specification (Pactual) delivered by 
the vendor which includes functional and behavioral elements.  

Table 3.  Role of Model Depicted in Figure 1 and Derived Table 2 

Expected content of a Specifica-
tion Model 

Example Model Content 

1. Scope of system product  “Reconfigurable hardware resources”  
“CPS to deliver ground fighting vehicle maneuver capabili-

ties” 
 2. Purpose and intent of the specification 

model 
 

Provide acquisition requirements for a Supplier to develop 
a CPS computing environment for the ground-based 
fighting vehicle 

3. Ecosystem of specification model us-
ers  

Ground vehicle contractor, computing subsystem supplier, 
acquisition authority, qualification authority 

4. Questions the specification model 
should answer 

What are the requirements that must be satisfied by a sup-
plier of CPS that satisfies the ground vehicle compu-
ting requirements? 

What are the design constraints that a conformant CPS 
must satisfy?   

5. Diagrams needed to define specifica-
tion 

Template to guide modeling for specification baseline 
Block diagram of decomposition for acquisition item – sys-

tems and subsystems or components. 
Activity diagram showing interactions between user and 

system or between CPS and external systems 
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Expected content of a Specifica-
tion Model 

Example Model Content 

6. Workflow  Acquirer provides specification of CPS in RFP 
Acquirer receives and reviews refined models from con-

tractors proposing to build the CPS 
Contractor delivers models of the CPS during development 

for review by acquirer and qualification authority 
Contractor revises and refines models to implementation, 

integration, and deployment 
 7. Use cases for the models 

 
Understand and validate ground vehicle computing require-

ments 
Produce the refined requirements 
Elaborate specification models to design 
Analyze model content for satisfaction of attribute con-

straints 

8. Requirements for system product to be 
built and of models for the product  

Examples:  
Block diagrams to establish original requirements and cap-

ture derived requirements and data abstractions, ac-
tivity diagrams to show information and control flow 
across computing elements 

Model of non-functional requirements include safety and 
timing. Providing data needed to perform analyses to 
assess conformance to requirements 

  

Exploratory Questions and Suggestions 

After this initial analysis of the current Pspec for the computing environment, we have a few 
questions and some suggestions. 

1. In the Pspec there is an implicit assumption that terms are either explicitly defined in 
the model or are considered widely understood. In a specification model, would it be 
helpful to state the minimum experience assumptions such as “entry-level system en-
gineer or experienced system architect?” 

2. A specification model may have numerous places where information is missing. 
There could be several reasons why. The model could be annotated with the reason 
why the information is not in the model. The information may not be available until 
later, or until some other piece of information is available. Annotating the model with 
the reason would help users of the model know how to react.  

3. An attribute may be bound to a specific value or may be unbound. The model should 
clearly communicate if or when an unbound attribute will be bound. 

4. The SysML language allows for multiple design hierarchies within a model. The node 
in the model where two or more hierarchies split off should be annotated.   
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Summary 

Based on our study, we expect that the government specification model will provide infor-
mation essential to the definition of resources that are configurable with respect to hardware 
and software.   We would like to see additional information at both sides of the model to de-
fine the ecosystem around the model, use cases for the model, and the kinds of product so-
lutions must be capable of addressing the contents of the specification model. Also, we ex-
pect to see in the RFP a thorough model review and examples to assure that requirements 
are specified and that design decisions or statements about the intended solutions are mini-
mal. 

The contractor models derive from the government models to capture design decisions in the 
areas of decomposed design elements (e.g., derived requirements) and interface elements 
for connections to/from the platform. The contractor models build on key data abstractions or 
data architecture in the specification model to define abstract data types, system messages, 
and communication protocols.  
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