Check for
Updates

2024 IEEE/ACM 46th International Conference on Software Engineering: Software Engineering in Practice (ICSE-
SEIP)

Assessing LLMs for High Stakes Applications

Shannon K. Gallagher Eric Heim Carol Smith
Jasmine Ratchford Scott McMillan Nathan VanHoudnos

Tyler Brooks William R. Nichols Nick Winski
Bryan Brown Swati Rallapalli Andrew O. Mellinger

Software Engineering Institute,
Carnegie Mellon University
Pittsburgh, Pennsylvania, USA

ABSTRACT

Large Language Models (LLMs) promise strategic benefit for nu-
merous application domains. The current state-of-the-art in LLMs,
however, lacks the trust, security, and reliability which prohibits
their use in high stakes applications. To address this, our work
investigated the challenges of developing, deploying, and assessing
LLMs within a specific high stakes application, intelligence report-
ing workflows. We identified the following challenges that need to
be addressed before LLMs can be used in high stakes applications:
(1) challenges with unverified data and data leakage, (2) challenges
with fine tuning and inference at scale, and (3) challenges in re-
producibility and assessment of LLMs. We argue that researchers
should prioritize test and assessment metrics, as better metrics will
lead to insight to further improve these LLMs.
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1 INTRODUCTION

The Office of the Director of National Intelligence of the United
States (ODNI) tasked the Software Engineering Institute to assess
the viability of using large language models (LLMs) in high stakes
applications such as intelligence reporting (e.g. [6]). Although LLM
research has progressed rapidly in academia, government, and in-
dustry [11, 12, 16], several concerns remain unaddressed for LLMs
that are intended for use in high stakes applications such as sup-
ply chain, finance, energy, and national security. Here we define
a high stakes application as one that can affect people or systems
in a significant manner. Other examples include creating code for
defense production systems, and instructing driverless vehicles.
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Table 1: Challenges encountered in high stakes applications
with LLMs and suggested research needed to address them.

Challenges High Stakes Research Needed
Unverified Data Data poisoning, misinformation ~ Secure Al systems, human oversight
Data Leakage PII Disclosure, safety Safety, machine unlearning, responsible Al

Scaling training Catastrophic forgetting Optimization experiments, metrics
Scaling inference Latency and computational costs ~ Algorithms, efficiency

Reproducibility Traceability, accountability
Evaluation (TEVV)  Trust, security, and reliability

Containers, seeds, versioning
Metrics development, responsible Al

Failures of LLMs used in high stakes applications may exacerbate
consequences and challenges in using them are magnified. We iden-
tified challenges in software engineering about trust, security, and
reliability that include: assessing the quality of LLMs with regards
to data; scale; and processes for Testing, Evaluation, Validation
and Verification (TEVV) (see Table 1). We discuss these in detail in
Section 2, and we finally suggest next steps in Section 3.

2 CHALLENGES

In this section we describe the main challenges, our approach to
addressing them, and extrapolate to the larger industry community.

2.1 Challenges in Data

We suggest addressing the challenges in data through research in hu-
man oversight, securing Al systems, machine unlearning, explainable
AL and responsible AL

In our work, we fine tuned a foundational model, as is common
in the field. Note that foundational models do not store data in
a typical text format, but rather represent the data through large
internal weight matrices (approx. 4 GB per billion single precision
weights). In general, foundational models may expose additional
systems to risk because the data internally represented in them are
largely unverified. One concern is that the data may be poisoned.
Additionally, personally identifiable information (PII) or sensitive
information may be leaked in the data via prompt engineering.
Because of this, we must consider how to respond when privileged
data becomes available from the LLM and if a LLM can “unlearn”
[2] specific data.

Another data issue we experienced in our work is the risk in-
volved with exposing LLMs to new, internal data. A benefit of LLMs
is that they can orchestrate existing knowledge systems for infor-
mation retrieval, question answering, and document summaries.
However, the way information is synthesized and disseminated to
the user can introduce risks, such as data leakage. To minimize
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risks, human review is generally required before data can be aggre-
gated and disseminated. While LLMs may make this process more
efficient, critical oversight by subject matter experts will still be
needed to mitigate risk.

The challenge of preventing data leakage via aggregation is
relevant beyond the narrow focus of government organization
sensitive and classified information. This issue is relevant for any
situation where a LLM has access to stratified, sensitive information,
such as in hospitals where various staff may have different levels
of approved access to health records or PII. Thus, it is critical that
software engineering practices are developed and measured to
account for these edge cases and data security.

2.2 Challenges in Scale

We suggest addressing the challenges in scale by improving upon
existing optimization methods and better quantifying their efficiency.

In addition to challenges with data, LLMs also require extensive
engineering to work at scale, including optimizations in training
and inference. For example, LLMs memory requirements can result
in even smaller models’ memory requirement far exceeding the best
of breed GPUs available. Scaling technologies such as ZeRO [14]
provide alternative methods for training LLMs via vertical scaling
(i.e. splitting data across nodes) and horizontal scaling (i.e. splitting
the model across nodes) and are demonstrated through implemen-
tations such as DeepSpeed [15]. Additionally, technologies such
as LoRA [7] (with a sample implementation called PEFT [3]) can
reduce trainable parameters by a factor of 10 or more resulting in
even larger models being trained on the same hardware. By com-
bining these methods, we estimate that a 7B parameter model can
be fine-tuned with 10,000 documents using only 8 x 40G NVIDIA
A100s in under 24 hours [4].

However, these scaling techniques come with significant levels
of code complexity and risk, and the broader effects remain largely
unexplored. In brief, LoRA based fine tuning adds new knowledge
by training only a small percentage (0.1% - 10%) of model parameters.
Empirically, LoRA-based fine tuning works well for many tasks
(e.g. [5, 17]) and allows organizations to conduct experiments that
would otherwise be too expensive. Yet, the side effects of LoRA
based fine tuning are largely unknown, such as whether important
information is being forgotten.

Finally, inference latency and computational cost are key lim-
iters in applying LLMs to high stakes applications. In our work,
responses often took over a minute to complete on standard GPU-
enabled machines. This limits the scenarios in which LLMs can be
used, may preclude LLMs on smaller, low-powered machines, and
becomes a barrier for end users. To improve this, companies are
developing special-purpose hardware to support efficient computa-
tion on smaller, quantized data types (as small as 2-bits) [10]. As a
result, we need to research the effects of extreme quantization on
existing LLMs. With further similar advances in hardware, LLMs
may be able to run on smaller systems, requiring less power, while
also decreasing response times.
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2.3 Challenges in TEVV

We suggest addressing the challenges in TEVV with improving respon-
sible AI development practices, Al reproducibility, and to prioritize
metric development.

Although challenges in data and scaling are considerable, the
most compelling challenge is the development and integration of
processes to improve TEVV. Current metrics for LLMs include
quantitative scores like BLEU [13] and ROUGE [9], more holistic
assessments for accuracy, bias, and fairness such as HELM [1], and
many leader board style comparisons from custom tests [18]. How-
ever, there are significant gaps in methods for assessing an LLM
across a broader spectrum of quality attributes. There is no single
comprehensive assessment that indicates if a LLM is trustworthy,
secure, and reliable. Even custom assessments are situational or con-
text dependent. For example, a LLM for intelligence reporting could
only be fully implemented after rigorous testing with expert input.
Thus, a portion of our work focused on TEVV via reproducibility
and metric development.

The first challenge is experimental reproducibility, a task of com-
plete environmental control. For software engineering, it involves
configuration management such as complete platform standard-
ization and control (e.g. containers), the same tools (e.g. version
controls) and the same processes such as scripts. Reproducibility in
LLM development also requires the removal of all randomness for
data loading, transformation, model construction, and training. This
becomes especially challenging in multi-threaded, multi-process
and multi-node environments. Missed configuration details (e.g.
worker thread ordering) can lead to unexpected variability. To help
address this problem, we segment our activities and perform opera-
tions in separate verifiable stages when possible.

The second challenge is metric development to better assess
LLMs, not only in data and and scale benchmarks but also those in
trustworthiness, security, and reliability. We rely on both fine tuning
and orchestration to better justify our model results, often requiring
attribution for answers. Going forward, organizations will likely
have to work with subject matter experts to design experiments
that compare LLM responses to expert responses. Performance
metrics for explainability and uncertainty quantification of LLMs
will be important to support users in gaining calibrated trust [8]
and becoming productive users of LLMs .

3 NEXT STEPS

LLMs are a transformative technology that have the potential to
change how analytical research is performed. However, LLMs inte-
grated into workflows for high stakes applications need improved
software engineering processes to ensure they are trustworthy, se-
cure, and reliable. To this end, we suggest addressing three critical
challenges: data management, scaling, and TEVV. Of these three, de-
veloping new processes for TEVV will provide the most immediate
impact. This is because TEVV addresses the largest open challenge
in this field: determining how well suited a LLM is for a given appli-
cation; how and if its performance is improving after fine-tuning;
and how to best combine fine tuning with post-processing, prompt
engineering, and APIs through orchestration.
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