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* Review major network instruction detection
dataset

« UWF-ZeekData22 is the first network instruction
detection dataset of Zeek logs labelled with the
MITRE ATT&CK framework
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Big Data Platform
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* Publically available
web site
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ST e Dq rqu et formats

L] L ]
e  Raw network traffic in
“Conchameer® The Labeind POAPY. are in & custom Dinary format, nof tradfional PCAP format. Tha i hecasse se0urity oneon uses Sterographer and Stenogragher vees. AF-PADKET for By packet soguistion. Tou wil rend 1o view thee 3
g stenaresd of use & Query Language.
Ruelated web pages: Bt docs securionon. o ahes Reroore d

<« C (d @& hitpsy//datasets.uwf.edu/data/UWF-ZeekData22

Index of /data/UWF-ZeekData22/

Tha Scurmart cortaen:

e
Rarquet/
pespt



9 etk UWF Cyber Range

» Supermicro X9DRE-
TF+/X9DR7-TF+ (24CPU
128GB RAM 20TB HDD)

» Dell PowerEdge R740 (48CPU
768 GB RAM 6.74TB SSD)

. Dell PowerEdge R750 o [
128CPU 1 TB RAM 12.43TB SO©S

SD)

» VMware vCenter Wvmware

wvCenter
« VMware PowerCLI

 Kali, Security Onion, Pfsense,
Metasplotiable 3 (Windows/
Ubuntu), WebGoat

 Ethical Hacking and
Penetration Testing and Cyber
War Gaming
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 (x2) Dell PowerEdge

e R730 (20CPU128GB
B N RAM 4TB HDD)

= jupyter .7
-~ Spark’ - (x6) Dell PowerEdge

2 | A L emevisasse  R730xd (20CPU 128GB
; RAM 48TB HDD)

gt . S Hadoop, Spark, Jupyter

S —— = Notebooks

~—— < Introduction to Big Data
Analytics and Advanced

Big Data Analytics
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« CAE-CD
Cybersecurity
Program

» Course Description

 Each student has their
own Kali VM

* Victims Windows
Metasploitable 3,
Ubuntu Metasploitable
3, and Ubuntu
WebGoat

\.vmwa re

<vCenter
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« CAE-CD
Cybersecurity
Program

» Course Description

 Pairs of Student team
up for Capture the
Flag

 Kali and Security
Onion VMs
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9wt Zeek, PCAP, and Mission Logs

* Instructure Security
Onion 2 Collects Zeek
and PCAPs

 CronTab runs Bach
Script to transfer Zeek
and PCAPs to HDFS

e Student enter

: = -
metadata into Google '
Form e

 End of the semester
transfer mission logs
to HDFS
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* MITRE ATT&CK
cybersecurity industry

Tacticl Tactic2 E
standard o | e
« UWF-ZeekData22, il il
h aS 1 4 taCtl CS, 1 91 Sub-Techniquel éub—T:c]‘m.iqueIZ Sub-Technique3
techniques, and 358 =
sub-techniques %
= ! i
SR i =Erp
I i ey !__ == i-______i';;_:__’ |
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Correlate Zeek and Mission Logs

« Zeek Log
» Mission Log

« Start datetime, stop
datetime, src ip, dest
Ip, src port, and dest
port

© 1O

Technique
labelled Conn

ma
w

Tactic labelled
Conn
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= I « Zeek Connection Log
r\CI)?? resp_pkts: integer (nullable = true) ® MITRE ATT&CK TaCtiC

| -- mitre_attack: string (nullable = true)

| -- service: string (nullable = true)

| -- orig ip bytes: integer (nullable = true)
| -- local resp: boolean (nullable = true)

| -- missed bytes: integer (nullable = true)
| -- proto: string (nullable = true)

| -- duration: double (nullable = true)

| -- conn_state: string (nullable = true)

| -- dest_ip zeek: string (nullable = true)

| -- orig pkts: integer (nullable = true)

| -- community id: string (nullable = true)

| -- resp_ip bytes: integer (nullable = true)
| -- dest_port_zeek: integer (nullable = true)
| -- orig bytes: integer (nullable = true)

| -- local orig: boolean (nullable = true)

| -- datetime: timestamp (nullable = true)

| -- history: string (nullable = true)

| -- resp_bytes: integer (nullable = true)

| -- uid: string (nullable = true)

| -- src_port zeek: integer (nullable = true)
| -- ts: double (nullable = true)

| -- src_ip_zeek: string (nullable = true)
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« UWF-ZeekData22 is the first network intrusion
detection dataset of Zeek logs labelled with the
MITRE ATT&CK framework
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Questions?
Data available at: https://datasets.uwf.edu
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