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Presentation Notes
Hello and welcome.  Again, my name is Marc Novakouski, and I’ll be talking to you today about the architectural issues associated with using microservices in edge environments.  Our hope is that you’ll come away with a better understanding of the challenges of edge environments, architectural solutions to those challenges, and some insight on why microservices can work well in these environments.  We’ll be sure to make time for questions, so please don’t hesitate to type them into the chat as the presentation progresses, and we’ll handle them as time allows.
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Presentation Notes
So this is our legal page.  I believe it was visible before the webinar began, if you have any specific questions feel free to reach out, otherwise I will move on.
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Presenter
Presentation Notes
OK, so what is this talk going to be about?  Well, we’ll start with an overview of who we are and the kind of work that we’ve done, including a brief discussion about why we feel the space of computation in edge environments is important to work in.  

Next, we’ll talk about the unique challenges of edge environments, differentiating between military tactical edge environments and humanitarian edge environments, which are often part of the equation for first responders during recovery operations for natural disasters.  

Then, we’ll explore how these challenges manifest in both types of edge environments through the use of quality attribute scenarios, culminating in a combined scenario that provides context for how and why these challenges might be found in edge environments.

Finally, we will discuss how microservices can be a powerful tool for addressing the challenges we’ve discussed.

I also want to take a moment here and address the fact that the webinar will be given at a relatively abstract level, when compared to other SEI offerings.  While we typically like to ground our technical offerings in concrete examples that can be examined and dissected in detail, in this particular case the sensitivity of the work that we have done in this space precludes that approach.  Instead, the intent of this webinar is to provide a broad brush of the challenges that we’ve directly encountered, with our insight on how to solve them, without going into too much detail of our specific experiences.  The edge space is sufficiently rich enough to make some subset of these challenges relevant to any individual project, and our hope is that the insight we share will provide useful direction in how to overcome the specific challenges that arise.  With that said, I will, of course, answer questions as best I can to provide additional insight.
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Alright, so let’s kick this off.
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Who is TAS?  Who am I?

Tactical and AI-Enabled Systems Initiative
• SEI Team of 10+ researchers, engineers, and domain experts working on edge 

technologies
• Focus on edge technologies since 2010
• Research & Customer Projects includes ML/AI, Networking, HMI, Data Analysis, 

Mobile Platforms, Context Awareness, Security, Resource Management
Marc Novakouski

• SEI Senior Engineer, 10+ years; Raytheon Senior Software Engineer, 8+ years
• Research & Prototyping work includes Microservices, Mobile Devices, Networking
• Customers include DHS, Army, Navy, USAF, USMC, SOCOM

Presenter
Presentation Notes
First off, let’s talk just a bit about myself and my team.  I work for the Tactical and AI-Enabled Systems Initiative here at the Software Engineering Institute, and we are a team of researchers, engineers, and other technical experts that have been working in this space for about 10 years now.  While our focus has shifted over the years, applicability at the tactical edge continues to be a primary theme, and you can see that we focus on a variety of applications, including networking, machine learning, back-end and edge infrastructures, as well as security.  In general, we try to cover all the issues you may find at the edge.  Anyone who is interested in more information on TAS work can drop a question in the chat for Grace, who as you heard at the start leads the initiative.

As for myself, I’ve been with the SEI for over 11 years now, before that I was with Raytheon for over 8 years, and I’ve primarily been working in the tactical space using a variety of technologies, most recently focusing on microservices.  I’ve done work for pretty much all of the services, which has informed the content being presented here today.
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What is this talk about?

We are good at building complex systems in safe locations doing relatively predictable things 
that change over time and may need to scale up.

• E-Commerce
• AI/ML applications
• Searching, Mapping, Social Media

We are less adept at building systems in unsafe locations in dynamic situations that change at a 
moment’s notice; i.e. at the “Edge.”  In these situations, typically we fall back to simple, stand-
alone solutions.

• Disaster recovery & First Responders
• Soldiers under fire

Q: How do we realize complex, dynamic solutions at the Edge?
A: By building to scale down, instead of up

Presenter
Presentation Notes
OK!  So now we finally get to the topic of the webinar.  What are we going to talk about today?  Well, I would hazard to say that as an industry, we’re pretty good at building complex systems, as long as they reside in safe locations, and do relatively predictable things.  One of the main challenges we face is scaling operations up, primarily along the vectors of data and capacity.  What I mean by this is that, in general, when we try to improve ML algorithms or provide more capability to our searches, we’re effectively adding and processing more data to create a better result.  Similarly, when we’re trying to increase the number of users that a service can handle, we’re scaling up capacity of our services.  There are of course different solutions to implement the specific type of scaling that we need, but the key is the need to scale up.

Scaling up is not the key problem you face when you build services to run in edge environments, however.  Here, you have to worry about processing executing in unsafe locations, and furthermore handle dynamic situations that can change unexpectedly.  We’re not good at solving those problems; our solutions in the commercial and government world has always been to build better networks to access bigger systems that allow us to scale up.  While those efforts will continue (and are continuing today, in several engagements that we participate in), we must design and architect our systems to operate in these environments with these challenges.

So the question becomes, how do we do this?  My answer, based on our experiences in these environments, is to build systems with an eye to scaling down, not up.  Now what do I mean by that?  I mean that if you have a computational capability in an edge environment, it should be architected to be resilient to losing resources.  Those resources might be connectivity, computation, storage, or even just power; and the challenges you face will be specific to your application.  But in general, the goal is to maintain operations regardless of loss of resources, and you can express that as the concept of scaling down, specifically scaling down operations to the resources that you have, because you know that what you start with will probably not be what you have by the end of the day.  And as you can guess, microservices are a key component of that.
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Presenter
Presentation Notes
Alright, so next let’s talk about the edge, and the challenges that are part of operating there.
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What is “the Edge”? - 1
The Humanitarian Edge: First Responders & Humanitarian Aid

Cellular & Analog 
Infrastructure 
unavailable or limited

Compute unavailable or 
limited to mobile 
devices; limited reach-
back

Scope of mission 
unknown, includes 
survey, discovery, 
triage of issues

Power unavailable or 
limited to generators or 
batteries

Medical & 
Humanitarian needs 
prioritized; 
infrastructure repair 
typically later

Presenter
Presentation Notes
So let’s begin by making a distinction between the tactical edge, the common name for the last mile where military personnel operate in the field, and the humanitarian edge, which is the term I’m using to describe the similarly disadvantaged environment where first responders and other emergency personnel operate.  Now, there very well may be a better name for this context, but given that there could be a variety of situations in which computational resources are limited, including weather events, seismic events, or even infrastructure failures, this term serves well enough.  In these situations, personnel are generally working with limited computational resources in unsafe environments in which things can change at a moments notice.    You will see this in a variety of ways, documented by the call-outs in the picture.  �
First and foremost, the local network infrastructure will often be down or limited, making cloud resources unavailable or unreliable.  The compute that is available, typically hand-held or vehicle-mounted, will then be limited by available power, which could be a critical issue if fuel or other power resources are also down.  Then, there’s the context of the crisis; especially in natural disasters, first responders go in without knowledge of the actual situation on the ground.  That means there is a discovery and triage process that requires constant shifting of resources in order to prioritize issues as they occur, especially when the need is medical in nature.  

As a result, first responders must rely upon the resources that they carry into the situation, with only a loose plan of prioritization as issues are identified.  Furthermore, these first responders are typically underequipped for the jobs they are tasked with, and rely upon having resources sent in over time, or as the situation allows.  Therefore, the humanitarian edge is a challenging environment of maximizing available resources (computational And other) on an unknown timeline, for unknown issues, and being able to continue operations in these environments regardless of resource exhaustion, or the individual challenges of the cause of the disaster, is a critical challenge that the software industry must work to address.



9Microservices: Scaling Down at the Edge
© 2020 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited 
distribution.

What is “the Edge”? - 2
The Tactical Edge: Warfighters & Military Assets

Local infrastructure (if available) 
ignored; comms provisioned/carried

Local compute limited to mobile 
devices/vehicle-mounted nodes; 
limited reach-back Mission goals 

prioritized, equipment 
provisioned to support

Local power ignored, 
carried/provided by 
assets; typically limited 
to mission duration

Scope of mission well known, planned, 
provisioned; intel typically available 
for planning/mid-mission

Presenter
Presentation Notes
Next, let’s examine what is typically referred to as the tactical edge, which is the field environment where military personnel execute missions.  Think “boots on the ground”.  This can be a variety of environments, from air to ground to undersea, and can range from urban to rural settings.  The image here shows a canonical example from the last 20 years of American military operations, a desert rural environment, in which a variety of different types of military groups are present and performing actions.  In these environments, warfighters are trained to bring whatever they need with them, in order to ensure the resources they need are available to perform their mission.  As a result, while there may be some local infrastructure and/or resources, they are typically ignored in favor of military assets.  However, the tradeoff is that military resources tend to be limited at the tactical edge, from power to compute to connectivity, and dealing with Disconnected, Intermittent, and Low-Bandwidth, or DIL network environments, is an expected part of tactical edge operations.  So while resources and limitations are known, the risk is always that the nature of tactical missions will result in resource needs that aren’t already provisioned, resulting in a disadvantage.

Of course, we need to acknowledge that this is the role of training and planning.  Warfighters train relentlessly to adapt to changing circumstances, and careful planning typically will provision them with the best tools available for the mission at hand.  Unfortunately, due to the rigors of the tactical edge environment, these tools tend to be simple, purpose-built equipment, which are generally not adaptable to the changing needs of the warfighter, necessitating a large loadout of equipment to handle all of the possible threats.  It is this adaptability gap that our work seeks to explore, and this webinar seeks to encourage and assist our viewers in their explorations of this space to make the equipment our warfighters use more adaptable to their needs.
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What are the Challenges?
Humanitarian Edge Tactical Edge

Limited Network • Broken Infrastructure
• Different networks in use (Bandwidth)
• Coordination Required

• Military Hardware (rugged but limited)
• Variety of Connectivity/Bandwidth limitations
• Mission-specific data prioritization
• Interference (terrain/opposing force)

Limited Power • Unknown Mission Duration
• Limited battery/plug in resources

• All power carried/vehicle borne
• Mission-specific power prioritization

Limited Compute • Limited/no reachback to cloud
• Mobile devices only

• All compute carried/vehicle borne
• Mission-specific compute prioritization

Unsafe Conditions • Roads/Buildings/Infrastructure
• Unknown Mission Scope
• Limited attention
• Prioritization of humanitarian equipment 

(medial, construction) over other 
resources (compute, power, network)

• Lives in danger
• Focus on environment, adversaries; extremely 

limited attention
• Loss of equipment (damage, jamming)
• Adaptation to role changes (injury, casualty)
• Security of equipment (zero-ize)

Presenter
Presentation Notes
So, having discussed both types of edge environments, we can categorize the challenges into 4 primary concerns:  network, power, compute, and conditions.  The challenges for each type of edge environment are different for each category, and this table will give you a good overview of what we discussed in the previous two slides.  I won’t belabor the content here, as we’ve discussed much of it, but I will say that no edge environment is exactly the same, and the list will have to be re-evaluated for each one.  However, this table provides a good starting point for any system that needs to be able to operate in an edge environment, and the design can then focus on the subset of challenges that a particular mission faces.  With that said, I should acknowledge that mission-specific optimization is much more likely on the tactical side; the planning cycle is much more able to anticipate mission needs, whereas humanitarian missions are unanticipated and you will tend to have to go in with whatever you can based on what you know.  In both cases, therefore, a general adaptability capability is important, in order to handle the uncertainty, as we will discuss in the next section.
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Presenter
Presentation Notes
So, let’s start discussing how these challenges manifest architecturally in systems that are designed to operate at the humanitarian or tactical edge.
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Scenario Assumptions

Equipment
• A person operating at the edge will have a mobile device of some kind

- Cell phone, raspberry pi, etc
• The mobile device will have limited connectivity & power

- Spotty, low bandwidth, restricted access to cloud resources
- Power should be rationed due to rare or unavailable charging opportunities

Mission
• A person operating at the edge will not have a full understanding of the situation

- Situational awareness information is incomplete, old, or unavailable
• The mission will be dangerous

- Teams will be small & distributed, if not individual
- Majority of attention required to attend to situation
- Possible damage to/loss of equipment, possible injury or loss of life

In general, a dangerous mission with limited compute, networking, power, manpower, and attention

Presenter
Presentation Notes
So the way we have chosen to explore system architectures at the edge is to build quality attribute scenarios around typical mission needs.  To do that, we need to set some assumptions about what the scenarios will entail.  As this slide discusses, we’re starting by assuming that the person at the edge (tactical or humanitarian) will have some low level of capability via a mobile device, with some limited connectivity, and a limited power source (perhaps just their battery).  As to the context, we can assume that the mission is dynamic and can change, so that the person does not have a full understanding of the situation, in other words limited Situational Awareness, and there will be some level of danger.  The person may be part of a small group, or entirely alone, and some portion of their attention will be dedicated to avoiding personal injury or equipment damage.  Essentially, we are considering missions that are dangerous, and that feature limited compute, network, power, personnel, and attention.  Given that context, we can now consider the quality attributes that are relevant to missions of this type.
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Quality Attributes for the Edge

Compensating for Edge challenges requires specific Architectural Features

TAS experience at the Humanitarian & Tactical Edge suggest:
• Reliability
• Survivability
• Autonomy
• Adaptability
• Flexibility
• Distributability
• Openness

Presenter
Presentation Notes
Alright so, here’s a list of what our experience suggests are the most relevant quality attributes to edge environments.  I want to take a moment and again acknowledge that we’re just throwing a list of quality attributes at you without any specific architecture or experiences to ground that list, but unfortunately while that background and context does exist, we cannot go into detail about it in this venue.  Hence, I can really only say that our experiences suggest that these seven are the key QAs to look at when designing for the edge.  I will, however, define what I mean for each, and can also provide a quality attribute scenario that drives the need.  Please let us know in the chat if you want the scenario technical details.  Of course, if you’d like to discuss any of these or any other quality attributes in detail, please send questions to Grace and we will answer any questions that we can.  For example, if there’s a quality attribute that doesn’t appear on this list that you think may be relevant, feel free to ask.
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Quality Attributes for the Edge - Reliability

Reliability – As much as possible, a system at 
the edge must be able to perform in adverse 
conditions and environments. We define 
reliability to mean that the system is able to 
operate at the edge with minimum possible 
degradation from an ideal environment.

Presenter
Presentation Notes
So, let’s start with reliability.  For our purposes, we’ve defined reliability to be [read description]
And just a quick note, what we mean by “minimum possible degradation from an ideal environment”, is that the difference in performance between your capability at the edge and your capability in a safe, non-challenging environment, such as your office or at a military base, the difference of capability when you are operating in those 2 places, is as small as possible.  And to be clear, given the challenges of the edge, this isn’t saying that you overcome all the challenges all the time, just that you are able to adapt to known challenges as well as you can.  So, if you look at the diagram here, we have 2 groups of soldiers at the tactical edge, who are trying to communicate wirelessly and are being jammed by a 3rd party.  In practice, you may or may not be able to overcome this jamming, and there’s a range of outcomes, such as reduced bandwidth or intermittent connections.  A reliable system would be architected to adapt as well as possible to known jamming attacks; and you can then extrapolate that architecture to the other edge challenges.

To provide some potential architectural insight, some tactics you might use to built for this scenario include modularity and monitoring via feedback loops.  You will often want to be able to switch between connection types to adapt to the environment, should your wireless devices allow it, and building your network interface layer to be modular so that you can swap in and out different interface implementations will allow the person operating the device to manually, or even automatically, switch between interfaces to find the best one at the current time.  Similarly, in order to make those decisions, you will often have to monitor your performance in the environment, either by directly looking at RF emissions or indirectly monitoring your capability against your performance in a well-connected state, and inform the person operating the device so that they, or the system itself, can detect degraded or disconnected conditions and cycle through other connectivity options.

Of course, while connectivity is the primary motivator for focusing on reliability, there are also non-network related reliability issues, such as environmental hazards that degrade operational capability.  For example, the robots that are used to work on the fukushima disaster in Japan after the Tsunami must be built, both in hardware AND software, to maximize reliability given the environment that they are working in.  There is an expectation of degradation due to the radiation environment, and we’ve seen that models that use feedback loops to monitor the environment and move safely through it are the only way to maintain operations in this environment.  This is effectively the same as the story of the robots used in the cleanup of Chernobyl, which some of you may be familiar with due to the HBO show.

QAS:
·        Source of stimulus.  The edge environment
·        Stimulus.  Jamming/Line of Sight/Other interference
·        Environment.  During an edge mission
·        Artifact.  The computing system
·        Response.  The computing system is able to process/transfer data/conserve energy at an acceptable measure
·        Response measure.  The acceptable measure – e.g. 10/20/30% degraded from optimal performance
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Quality Attributes for the Edge - Survivability

Survivability – Given the edge challenges, a 
system must be able to survive them.  
Survivability means that the system will 
continue to operate despite damage to 
hardware (compute, power, or networking) or 
the user.

Presenter
Presentation Notes
Next, let’s talk about survivability.  In this case, we’ve defined survivability as [read description]

Now, obviously survivability is related to the reliability challenge we talked about in the last slide, especially when you start talking about robots being degraded by radiation.  However, the key distinction that we’re making here is that while reliability is about a system adapting to a challenging environment to maintain capability, survivability really gets to an acceptance of physical resource loss and maintaining capability regardless.  This is the first instance quality attribute where the notion of scaling down really comes into play.  Given a physical loss of compute, power, or networking, the system should adapt and maintain as much capability as possible, ideally prioritizing capabilities in order to triage based on the current needs of the user.  A survivable system will therefore continue to operate when damaged as long as it possibly can, giving the user every last resource it can as long as it can, and we’ve represented this in the slide with a warfighter being in cover with damaged and destroyed devices.  In these cases, survivability of the devices to continue to operate becomes life-critical for the user, and so it is incumbent upon us as the software community to ensure that they have whatever support can be provided.

Now, to discuss the architectural tactics.  Clearly, monitoring via feedback loops is the key approach to this problem, as well as configurability in order to allow user prioritization, as well as platform orchestration in order to most effectively use available hardware, which will primarily be best served by modularity.  While this again sounds similar to the tactics used for reliability, the key difference is that the monitoring is focused on the internal state of the computational device, while reliability is more focused on the external environment via sensors, though of course it makes perfect sense to hook the two together, so that the survivability monitoring is aware when there is a danger of environment-based resource loss due to reliability sensor monitoring.  I should also note that backup & redundant hardware is clearly a precondition for triaging capability appropriately, but from a software architecture standpoint, the system will need to be able to orchestrate the platform to actively assign hardware resources.


QAS:
·        Source of stimulus. The edge environment 
·        Stimulus.  Damage (gunfire, IED, earthquake, fall)
·        Environment.  During an edge mission
·        Artifact.  The computing system
·        Response.  The computing system continues to operated with minimal degradation
·        Response measure.  Degradation scaled to hardware failure types/scope
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Quality Attributes for the Edge - Autonomy

Autonomy – A system at the edge must have some 
level of intelligence in order to operate while the user 
is distracted by mission or environmental concerns.  
Autonomy means that the system can perform (some 
variable set of) actions on its own without user 
intervention.

Presenter
Presentation Notes
The third key quality attribute we’ve identified is Autonomy.  Now, autonomy means many things, and so it is especially important to define it here.  In this case, the definition we use is [read description]

The need for autonomy is based on the challenge of edge environments being dangerous and requiring significant attention.  A common term for this is “cognitive load”; in both humanitarian and tactical edge environments, users will be focused on their job and their surroundings; that means that their devices cannot demand their attention unless critically necessary, and should have at least some limited level of autonomy to assist without interaction.  There are of course a slew of different autonomous behaviors that can be employed, and our goal is not to suggest specific ones, but to tailor to the type of edge environment that the users are dealing with.  In the example diagram, we have an EMT providing medical assistance while their device automatically communicates and potentially coordinates with other units, which could include a variety of behaviors contributing to the automation.  Some examples include voice recognition/voice commands, video processing to identify the type of intervention being used, or processing of data from wireless biomedical sensors to provide additional guidance and insight; all while the user focuses on the task at hand.

Architectural tactics for enabling this capability include monitoring and feedback loops, state management, rules engines and other programmable logic.  Again, autonomy is an especially large topic in the age of AI/ML, so let’s be clear that we’re not concerned with a specific type of autonomy, but tailoring an appropriate type of autonomy to the needs of the user in the edge environment.  To be clear, this can range from complex AI/ML used by robots, such as the snake robots developed by CMU that were used to search fallen buildings for survivors after the 2017 Mexico city earthquake, or the BigDog robots developed by Boston Dynamics to support warfighters.  It can also be autonomous agents available on mobile devices, in the mold of Siri or Alexa or the Google Assistant, purpose-built to support tasks in the edge environment.

QAS:
·        Source of stimulus. The edge environment
·        Stimulus.  Mission needs (injury, intel, role change)
·        Environment. During an edge mission
·        Artifact. The computing system
·        Response.  The computing system take appropriate action in response to mission need change (download files, automated Medivac, stop presenting irrelevant data)
·        Response measure.  The change is executed semi- or fully autonomously
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Quality Attributes for the Edge - Adaptability

Adaptability – Things can change at the edge, moment 
to moment. Adaptability means the system is able to 
change what it’s doing at a moment’s notice, allowing it to 
adapt to drastically different conditions or mission needs.  
(Force multiplier w/ Autonomy)

Presenter
Presentation Notes
Next, let’s talk about adaptability.  The definition we are using is [read description]

Adaptability really gets to the uncertain and unsafe nature of the edge environment.  The example diagram here is a straightforward one – an unsuspecting warfighter is ambushed, and must react to the threat.  In order to maximize their ability to survive the encounter, the devices that the warfighter carries should also immediately recognize the change in state and adapt accordingly, which may result in automatically stopping some software services and starting others, in order to immediately support the new needs of the warfighter.  An easy example might be turning off facial recognition software that was being used on a shoulder-mounted video camera for identification of potential hostiles, and switching over to immediate processing of audio data to determine direction or position of gunshots.

Now the tactics that can be used to address this need once again fall upon modularity and monitoring of the environment.  While the triggering of the state change could be either manual or automatic depending on the edge conditions that cause it, the key tactic is modularizing the capability on the device so that services can easily be swapped at a moments notice, including such things as having services queued up, dormant, or even paused using platform orchestration tools so that the system can immediately switch over upon receiving the trigger.  This is also where microservices become a key part of the solution space, as containerization of services and advanced configuration and orchestration is ideal for adapting for a changing set of needs.  This also has significant overlap with the survivability tactics of assigning services to available hardware in a prioritized way; different modes of operation may require different allocation of resources, and the platform should ideally be able to reallocate everything transparently to optimize resource usage at the moment of change.  In addition, depending on resources, there might be some level of inefficiency at the moment of change due to the need to get everything running, which is then slowly moved to the optimal distribution as opportunity allows.

Now, while I can’t talk specifics of the experiences that led us to identify adaptability as a key quality attribute in edge environments, I do think it’s worth mentioning that in the last several years we encountered a number of frameworks that are designed for the edge environment, the most notable one being the Robot Operating System, also known as ROS, which many of you may have heard of; which is notable because it runs (and don’t quote me on this) probably the majority of major robotics projects, especially those used in events like the DARPA grand challenge.  However, of those frameworks, my impression was that adaptability to moment-to-moment context change was a somewhat unique requirement that was perhaps .. underserved.  Not to pick on ROS as it is certainly best in breed for automation of robotic platforms, but frameworks like ROS certainly respond quickly to sensor input, the robots that they are fielded on typically have enough resources to do all the capabilities that are needed, and don’t need to reconfigure services to resources based on massive change.   Mobile devices at the tactical edge typically don’t have that luxury.  So I would encourage work in this space, either for humanitarian or warfighter missions, to make sure that the capability to adapt to major changes in situation are provided for.



QAS:
·        Source of stimulus. The edge environment
·        Stimulus.  Mission needs (injury, intel, role change)
·        Environment. During an edge mission
·        Artifact. The computing system
·        Response.  The computing system is able to switch tasks/roles/processing immediately to new mission need
·        Response measure. The switch occurs in some minimum real time threshold (100ms? 1sec? 10 sec?)
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Quality Attributes for the Edge - Flexibility

Flexibility – Limited devices at the edge generally only 
support limited computing tasks, driving mission specific 
assignment of equipment. Flexibility means the system 
can support multiple missions and switch between 
mission assignments as needed.

Presenter
Presentation Notes
Our fifth quality attribute is Flexibility.  Here’s how we define that: [read definition]

Flexibility is a closely related quality to adaptability, but focuses on the breadth of possible services provided by the mobile device, rather than the speed at which it can switch.  The scenario diagram provides a good example of this; a construction worker in a disaster area encounters someone in need of medical attention, and while the call goes out, the mobile device that they are carrying can switch from construction-based support to medical guidance, assisting them in providing basic support.  Similar situations may happen at the tactical edge when a warfighter receives new mission orders while out in the field, and has to reconfigure their devices to support the new goals, such as turning on voice or facial recognition suites in order to find a person of interest.

The tactics to enable flexibility are pretty straightforward; we’re talking about taking advantage of general purpose computing to switch between computational capabilities, which is something that the modern smartphone does quite well, using user interface layers, modularity of applications, and library resources for services to interact with the platform in a standard way.  With that said, not all warfighters or emergency responders will have a general purpose device like a smartphone while in an edge environment, especially in emergency situations; therefore the purpose-built devices that they are issued should support at least some level of flexibility in the tasks and missions that they support, in order to allow the users to react to changing needs.

QAS:
·        Source of stimulus. The edge environment
·        Stimulus.  Mission change (role change, retask by HHQ)
·        Environment. During an edge mission
·        Artifact. The computing system
·        Response.  The computing system is able to load a different suite of services to support different roles and tasks
·        Response measure.  The reboot occurs within some minimum acceptable threshold (seconds, minutes?)
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Quality Attributes for the Edge - Distributability

Distributability – Given the limited capability of mobile 
devices, a system at the edge will be most capable if it takes 
advantage of nodes working together. Distributability means 
that a system can operate across multiple edge nodes in 
concert.

Presenter
Presentation Notes
Moving on, we focus next on Distributability, which we define as: [read description]

Distributability is another quality attribute that benefits significantly from the use of microservices.  The idea here is that given the assumption that devices in the edge environment will have limited resources, you can realized increased capability by distributing computation among the devices that are available.  The example scenario depicted shows a multi-stage process, in which a drone captures video, which is then pre-processed on a larger node such as a helicopter or a drone, which is then displayed in augmented reality to an operator that is safely behind cover.  This allows 3 nodes that provide a piece of the solution to collaborate and help keep the warfighter safe.  Now, while there might be less call to use this kind of capability at the humanitarian edge, you can imagine certain situations where combining computational power of devices during disaster recovery, for example rubble shifting from fallen buildings, could shorten on-site analysis times to provide guidance on safely digging for survivors.

Architecturally, not only do we want to focus on modularity tactics to ensure that different services can run different places, but we also want to focus on the general messaging pipeline between nodes; enabling arbitrary nodes to run arbitrary services requires careful orchestration of message passing, which requires use of distributed messaging architectures.  As an example, a common one we’ve encountered is ZeroMQ, which is an industry leading message middleware system, that is used in many places, such as by the large hadron collider to collect terabytes of data.

This approach naturally leans into the orchestration of microservices by platforms such as Kubernetes, where containers are started, stopped, reallocated, and connected as appropriate.  Of course, there are several container orchestration engines out there as well, which is outside of the scope of this talk, but is also an important consideration when it comes to distributability.  I could potentially offer some thoughts on that as well, if there is interest.  Regardless, it’s clear that the ability to distribute computation across multiple limited resource nodes is a critical one for edge operations.


QAS:
·        Source of stimulus. HHQ
·        Stimulus.  Mission assignment
·        Environment. Prior to an edge mission
·        Artifact. The computing system
·        Response.  The computing system is able to be distributed across multiple nodes, creating a mesh network of computing nodes working together in a coordinated fashion
·        Response measure.  >1 node that is able to perform both (minimally) basic processing and communication (sensors don’t count, though larger platforms count the same as smaller)
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Quality Attributes for the Edge - Openness

Openness – Given the challenges at the edge, and the historical mix of software and 
devices which are provided to soldiers and first responders at the edge, we cannot expect 
that one vendor or organization will solve all of these challenges. Openness means that 
the system must use well-defined, open, and well-supported interfaces and platforms so 
that any organization with an effective software or hardware solution can easily integrate 
their contribution with the system.

Presenter
Presentation Notes
Finally, I’ll touch on Openness, which unfortunately we don’t have a diagram for, because it’s more focused on software construction and integration, rather than a specific edge challenge.  In this case, we define openness in this way, and I’ll just read the slide so that the audio recording has the content: [read description]

It is our experience that when it comes to edge environments, everyone comes to the table with a piece of the solution; nobody has each challenge fully solved, so you can’t buy just one device or tool.  As such, when it comes to constructing software for the tactical edge, we’re left with a situation where we need to enable easy integration of components, and using well defined interfaces within the architecture, becomes a critical feature of any architecture.  We have direct experience with this, and while I again can’t give any details, I will say that being able to integrate in days or weeks vs requiring weeks or months to integrate can move a project between being viable and being non-viable.  Program management and 3rd party integration need to plan for integration time, and if your timescale slips out on the order of weeks or months, more often than not the project will be cancelled.  The alternative to that is the famous government projects that slip year after year, costing the taxpayers millions or even billions; this is just as bad an outcome, if not even worse.  So to be effective collaborators on a multi-vendor project, openness becomes a critical enabler of project success.

QAS:
·        Source of stimulus.  External Developer
·        Stimulus.  Useful capability for edge processing is made available to the team that deploys edge computing
·        Environment.  Acquisition/RFP/etc
·        Artifact.  Computing system components
·        Response.  The external developer is able to integrate their capability into the edge computing platform within a effective window of time
·        Response measure.  Varies, but typically weeks/months, probably not years, definitely not decades
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Nodes and Data Flow at the Tactical Edge

Drones providing 
video to soldiers

Mission updates, enemy intel 
sent to front-line soldiers

Drone video provided to 
processor on platform 
for AI processing

Data relay shuttling data 
as needed

Sensor data (RF, etc) 
provided to TOC for SA

Targets fed to strategic assets

Data Fusion of enemy intel 
for soldiers in harms way 

Presenter
Presentation Notes
Alright!  Now that we’ve discussed all of the quality attributes and how they relate to the challenges in edge environments, here’s a bit more detail on a tactical edge scenario, where different nodes are communicating different data types and performing different actions.  Each of the quality attributes we’ve discussed come into play in architecting systems to support a scenario like this.  Now of course our warfighters already have much of the capability described here, with drones providing data feeds; relay nodes to higher headquarters; targeting from remote nodes provided to strike platforms; and advanced processing for soldiers on the ground that are in combat.  But as you might expect, each of these capabilities are provided by purpose-built systems that cost millions of dollars and are a huge effort to interoperate.  Our goal within the software community should therefore be to provide the next generation of devices with software architectures that are optimized for this environment, allowing our warfighters to field devices for less, in less time, with more interoperation, and with better optimization of the nodes that are available.  Our hope at the SEI is that webinars like this one provide insight on how to do so, so that you, the community, can meet the needs of the first responders and the warfighters in the future.



(diagram goes here; shows multiple nodes, 
i.e. phones, 
tactical radios, 
small server on a ground vehicle, 
embedded processor on a drone.  Comms between each, showing ATAK info, ISR info, audio inputs.  HUD on operator shows multiple geo-rectified icons + small pop-in screen of ATAK or ISR)

**Blue Force Tracking; ATAK
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Microservices: Scaling Down at the Edge

Microservices in Edge Systems

Presenter
Presentation Notes
OK!  Now to wrap up, here are a few specific discussion points with respect to microservices in edge environments.
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Why Microservices?

Microservices allow us to address the Quality Attributes of interest at the edge
• Reliability & Survivability – Monitoring, Quick restart, Hot Swap, Statelessness
• Adaptability & Flexibility – Statelessness, Small Footprint, Service Orchestration
• Distributability & Openness – Most platforms support Docker/TCP/UDP; Small 

Footprint; Standard Interfaces
• Autonomy – Sensor monitoring & adaptation

In short, they are ideal for scaling down and maintaining capability at the Edge

Presenter
Presentation Notes
So while I’ve discussed most of the topics listed here, this is where we bring it all together.  Microservices, as an architectural element, serve all these quality attribute needs that we’ve identified as priorities for operating in edge environments.  Mature technologies such as docker and Kubernetes allow us to perform the types of monitoring and reactivity that we need to meet the reliability and survivability needs of the warfighter and the first responder, while also meeting our goals for adaptability and flexibility through statelessness and small footprint.  We can start, restart, migrate, pause, and switch containers as necessary in an orchestrated way, allowing us to meet all the goals we’re looking for.

Similarly, the maturing of docker and Kubernetes within the software community allows us the general purpose applicability to most hardware platforms and software operating systems, making it easy to integrate with other systems, as well as allocate services across different nodes.  Finally, microservices are the ideal architectural component for capturing, processing, and reacting to sensor data as necessary.  As we know, most major autonomy capabilities rely upon collections of orchestrated microservices, and by applying those patterns to devices at the edge, we can bring that capability forward, maximizing the use of the resources that we have on hand.

In short, the idea of scaling down – optimizing the resources you have in these challenging environments – is best realized by the use of microservices.
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Example Technologies

Hardware Devices
• Comms – Iridium/Inmarsat; BT/WiFi Android MANET (e.g. Zello); Harris 117G/152a/163; 

Trellisware TW-400; Silvus Streamcaster 4200
• Compute – Mobile Phones/Tablets; Rasberry Pi; Beaglebone; Intel Compute Cards; 

Portable Embedded Computing Modules (Nvidia Jetson *)
• Combined – Persistent Systems MPU5

Software Technologies
• Hosting – Hypervisor (VMware, KVM, Xen, etc); Virtual Machines; Containers (Docker)
• Orchestration/Coordination – Kubernetes; ROS; DARPA Collaborative Operations in 

Denied Environments (CODE)
• Middleware – ZeroMQ; DDS; ActiveMQ; RabbitMQ
• Encoding – XML; CORBA; JSON; Protocol Buffers

Presenter
Presentation Notes
Just to finish up, I have 2 slides that cover some examples to look at for reference.  Here, I’ve listed a number of hardware and software devices that are typically leveraged in Edge environments.  I won’t belabor this list and read everything, and I’ve mentioned several of the software elements such as Kubernetes and Docker, but the hardware list can potentially give you a sense for the options in the space if you’re not familiar.  If you have questions about specific technologies, feel free to put them in the chat and I’ll do my best to give you my thoughts, though I will be the first to say that I’m not familiar with everything out there.
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Nodes and Microservice Allocation - Tactical Edge

Limited SoC
• Infrastructure
• Video Stream

Mobile Server
• Infrastructure
• Maps
• Mission Planning
• Cloud Reach back
• Full Sensor Processing

Limited SoC
• Infrastructure
• RF Sensor Data

Mobile Server
• Infrastructure
• Maps
• Visualization
• Cloud Reach back
• Full Sensor Processing
• Data Relay/Filtering

Base Server
• Infrastructure
• Mission Plan/Mission State
• Cloud Assets
• Full ML/AI capability

GPU-enabled SoC
• Infrastructure
• Maps
• Bio-Medical
• Video
• Audio Record
• Visualization

Cell Phone
• Infrastructure
• Maps
• Bio-Medical
• Mobile Sensor 

Processing

Presenter
Presentation Notes
Our final slide is an example instantiation of those technologies, using the tactical edge scenario as a guide.  As you can see, different nodes have different hardware resources, and more importantly different missions that will require different services.  Some nodes, such as the warfighters in the upper left, may be under fire, and have no time to look at their devices or manage what they are doing, so autonomy, survivability, and adaptability become key enablers there.  Distributability among the nodes are seen in the drone comms to the other teams and the limited devices that are available, using reliability and flexibility solutions to adapt to the environment and the needs of the current mission.  And making everything work together in any kind of reasonable time scale requires significant openness of the underlying architectures.


(diagram goes here; units are the same as in previous, but instead callouts for services & data transfers)
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Contact Information

Presenter
• Marc Novakouski
• Senior Member of the Technical Staff
• Email:  novakom@sei.cmu.edu

Software Solutions Division/Tactical and AI-Enabled Systems Initiative/Team
• Kevin Pitstick
• Keegan Williams
• Craig Mazzotta
• Jacob Ratzlaff

Presenter
Presentation Notes
So that’s it, I hope you’ve gotten value out of today’s webinar, my contact information is presented, here, with some of the names of my coworkers that helped make this all possible.  I’d like to of course thank Grace for her assistance today, as well as everyone from the SEI team that is helping to make the webinar possible.  And we’ll take any last questions you have.

mailto:secheverria@sei.cmu.edu
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