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Previous models of computing

Data Storage:
Database

Program Execution:
Local
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Blockchain

Data Storage:
Blockchain

Program Execution:
Blockchain
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Blockchain Properties

Data on the chain cannot be removed

Identity fundamentally linked to activity

Easily auditable

Mediates untrusted party interactions
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Candidate Votes

Bob 0

Jim 0

Frank 0

State: 1
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State: 1

Candidate Votes

Bob 0

Jim 0

Frank 0

State: 2

Frank: 1 vote

Bob: 1 vote

State 1 plus…

Equivalent to:
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General purpose blockchains

Messages are… anything!

Each block is the system state at that time

Current State   =   Original state   +   All Changes
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Use cases abound

Health Care
Records

Real Estate
Records

Payment System
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Addendum
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Blockchain: Executive Summary

Pros:
Authentication built-in

Easy to audit history

Easy to detect data manipulation

Very difficult to disrupt

Cons:
Proof-of-work very inefficient

• Alternatives exist!

State updates are slow 

Best for simple computations
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Bitcoin



53Blockchain
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Ethereum



54Blockchain
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Existing blockchain programs are vulnerable

• Over $40M were stolen from TheDAO due to a bug in the implementation (June 2016)

• $32M were stolen due to a bug 
in a commonly used contract (June 2017)

• Bugs in smart contracts cannot be fixed after deployment

We want to build correct software, but current approaches have been shown to have 
security vulnerabilities
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Obsidian: a new programming language

Goals
• Make certain vulnerabilities impossible

• Make it easier to write correct programs

• Show effectiveness and correctness

Components
1. Typestate-oriented programming

• Shown to be helpful in documentation, but no studies of writing code

2. Resource types

• Integration into an OO-style language is novel
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