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Why Fuzz File Systems?
Death by Thumb Drive
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Background

FreeBSD-based ZFS file server distribution.
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Background

Rufus

Allows creating bootable USB

drives from ISO images.
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Creating a FreeNAS 11.2 USB Drive
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Creating a FreeNAS 11.2 USB Drive
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Creating a FreeNAS 11.2 USB Drive
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Vulnerability Discovery for Everyone

How to discover vulnerabilities:

1.Use systems

2.Notice anomalies

3. Investigate anomalies
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CERT BFF Background
Death by Thumb Drive
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Mutational Fuzzing

Mutation

Fuzzer

Microsoft

Word
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The CERT BFF

* It’s not you, it’s me
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The CERT Basic Fuzzing Framework

* It’s not you, it’s me
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How BFF Works

1.Pick with a seed file

2.Mangle the file

3.Launch target application

4.Look for crashes

5.Analyze crash

6.Repeat

Do this blindly, but as as intelligently as possible
https://vuls.cert.org/confluence/display/tools/CERT+BFF+-+Basic+Fuzzing+Framework



15
Death by Thumb Drive 
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

Checking Results with tools/drillresults.py
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Confirming Control of RET
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BFF Enhancements
Death by Thumb Drive
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BFF Enhancements

https://github.com/CERTCC/certfuzz/pull/24 by antnks

1. Copy fuzzed file to a fixed location

2. Run a program for each iteration
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Copy fuzzed file to a fixed location

Typical fuzzed file location:
/home/fuzz/fuzzing/campaign_UwykZc/iteration_2soD_J/BFF_tes

tcase_yQf1fz/sf_e7795bfdec1e75189fa96cdfcc915c17-1383.img

target:

program: ~/convert

cmdline_template: $PROGRAM $SEEDFILE /dev/null

copyfuzzedto: /tmp/fuzzedfile

After bff.yaml modification, a copy of each iteration is placed in:

/tmp/fuzzedfile
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Run a program for each iteration

After each file is mutated, you can run an arbitrary program.

target:

program: ~/convert

cmdline_template: $PROGRAM $SEEDFILE /dev/null

copyfuzzedto: /tmp/fuzzedfile

postprocessfuzzed: /usr/local/bin/postprocess /tmp/fuzzedfile

After bff.yaml modification, the user-specified program is 
executed for each iteration:

/usr/local/bin/postprocess /tmp/fuzzedfile
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Putting Things Together…

For each mutated file, you can run a shell script to do 

whatever you want to the file you just fuzzed.

target:

program: /usr/bin/file

cmdline_template: $PROGRAM $SEEDFILE
copyfuzzedto: /home/test/fs.bin

postprocessfuzzed: /home/test/testdisk.sh
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Fuzzing Filesystems with BFF
Death by Thumb Drive
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What testdisk.sh can do
rootdisk=$(mount | grep "on / " | awk '{print $1}')

if [ "$rootdisk" = "/dev/sda2" ]; then

usbdisk=sdb

else

usbdisk=sda

fi

dd if=/home/test/fs.bin of=/dev/$usbdisk bs=10M    

partprobe -s /dev/$usbdisk

mount /dev/${usbdisk}1 /mnt/usb

find /mnt/usb

tar cvf /dev/null /mnt/usb

umount /mnt/usb
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Eventually
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Or on Windows

dd if=/cygdrive/c/tmp/fuzzed.bin of=/dev/sdc bs=10M

diskpart /s c:\users\fuzz\rescan.txt

explorer e:\

c:\cygwin\bin\find.exe /cygdrive/e 

pskill explorer.exe
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Eventually
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Or on macOS

#!/bin/bash

rootdisk=`mount | grep "on / " | awk '{print $1}'`

if [ "$rootdisk" == "/dev/disk0s2" ]; then

extdisk=disk1

fi

diskutil unmount force /dev/disk2s1

diskutil unmountDisk force /dev/${extdisk}

dd if=/Users/test/fs.bin of=/dev/r${extdisk} bs=1m count=10

diskutil unmountDisk force /dev/disk2s1

diskutil unmountDisk force /dev/${extdisk}
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Eventually
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Investigating Crashes
Death by Thumb Drive
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Linux
Investigating Crashes

Death by Thumb Drive
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Linux - Background

I happen to believe that not having a kernel debugger 

forces people to think about their problem on a different 

level than with a debugger. I think that without a 

debugger, you don't get into that mindset where you know 

how it behaves, and then you fix it from there. Without a 

debugger, you tend to think about problems another way. You 

want to understand things on a different _level_.

Because I'm a bastard, and proud of it! 

Linus Torvalds - Wed, 6 Sep 2000

https://yarchive.net/comp/linux/debuggers.html
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Linux Kernel Debugging

Linux kernel crash debugging can be done via gdb over a 

serial port.

• Slow

• Unreliable
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Remote gdb Over Serial
$ sudo gdb /usr/lib/debug/boot/vmlinux* -baud 115200

>>> target remote /dev/ttyS1

─── Assembly ─────────────────────────────────────────────────────────────────────────────────────

Cannot access memory at address 0x0

─── Registers ────────────────────────────────────────────────────────────────────────────────────

rax 0x0000000000000000           rbx 0xffff9c4043063500           rcx 0x0000000074746178       

rdx 0x0000000000000000           rsi 0xffff9c4043063500           rdi 0xffff9c4043305670       

rbp 0xffffb47005207c50           rsp 0xffffb47005207c20            r8 0x0000000073727474       

r9 0x0000000000000000           r10 0xffffb47005207ae0           r11 0x0000000000000000       

r12 0xffff9c4043063140           r13 0xffffb47005207c60           r14 0x0000000000000000       

r15 0xffff9c40b48c4400           rip 0x0000000000000000        eflags [ PF ZF IF RF ]          

cs 0x00000010                    ss 0x00000018                    ds 0x00000000               

es 0x00000000                    fs 0x00000000                    gs 0x0000000b

>>> bt

#0  0x0000000000000000 in irq_stack_union ()

#1  0xffffffff8588441a in ?? ()

#2  0xffff9c4043063140 in ?? ()

#3  0xffffffffc06f23a8 in ?? ()

#4  0xffffffffc06f23a8 in ?? ()
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Automated Coredumps with linux-crashdump

gdb over serial is too much manual work.  We can do better: Linux-

crashdump: 

https://help.ubuntu.com/lts/serverguide/kernel-crash-dump.html.en

Linux-crashdump transitions to a separate kernel for debugging if the 

running kernel crashes.

Problem: Linux-crashdump doesn’t work by default on Ubuntu 18.04 

Fix: Modify /etc/default/grub.d

GRUB_CMDLINE_LINUX_DEFAULT="$GRUB_CMDLINE_LINUX_DEFAULT crashkernel=384M-:256M"
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Collecting Linux Core Dumps

Edit /etc/default/kdump-tools

NFS="NFS_SERVER:/exported/share"

NFS_TIMEO="600"

NFS_RETRANS="3"

Edit /usr/sbin/kdump-config

log_action_msg "Getting fuzzed filesystem..."

dd if=/dev/sdb of=$KDUMP_STAMPDIR/panic.bin bs=1M
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NFS Share

Automation of Collection

Deduplicator

Come back later for results
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Windows
Investigating Crashes

Death By Thumb Drive



38
Death by Thumb Drive 
© 2019 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

VirtualKD

http://sysprogs.com/legacy/virtualkd/
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VirtualKD in Action
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Why Stop at Just One?
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Eventually…

1: kd> .load msec

1: kd> !exploitable -v

<SNIP>

Description: Write Access Violation in Kernel Memory

Short Description: WriteAV

Exploitability Classification: EXPLOITABLE

Recommended Bug Title: Exploitable - Write Access Violation in Kernel 

Memory starting at nt!DbgBreakPointWithStatus+0x0000000000000000 

(Hash=0xa192536f.0xb8bb4599)
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macOS
Investigating Crashes

Death By Thumb Drive
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Configuring macOS for Kernel Debugging

http://ddeville.me/2015/08/kernel-debugging-with-lldb-and-vmware-fusion

1. Install the macOS Kernel Debug Kit

https://developer.apple.com/downloads

2. Update nvram

$ sudo nvram boot-args="debug=0x141 kext-dev-mode=1 

kcsuffix=development pmuflags=1 -v"
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When a Crash is Encountered

$ lldb

/Library/Developer/KDKs/KDK_10.13.6_17G6009.kdk/System

/Library/Kernels/kernel.development

(lldb) kdp-remote 192.168.0.188

Version: Darwin Kernel Version 17.7.0: Sun Jan 27 

13:29:50 PST 2019; root:xnu-

4570.71.27~1/DEVELOPMENT_X86_64; UUID=062F2465-64E9-

332A-9E37-F76C50D9C2CE; stext=0xffffff8001200000

(lldb) bt
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When a Crash is Encountered
* thread #1, stop reason = signal SIGSTOP
* frame #0: 0xffffff800137ba7a kernel.development`panic_trap_to_debugger [inlined] 

current_cpu_datap at cpu_data.h:401 [opt]
frame #1: 0xffffff800137ba7a kernel.development`panic_trap_to_debugger [inlined] 

current_processor at cpu.c:220 [opt]
frame #2: 0xffffff800137ba7a kernel.development`panic_trap_to_debugger [inlined] 

DebuggerTrapWithState(db_op=DBOP_PANIC, db_message=<unavailable>, db_panic_str="\"%s(): 
data1_len < 
sizeof(FILENAME_ATTR)\\n\"@/BuildRoot/Library/Caches/com.apple.xbs/Sources/ntfs/ntfs-
94/kext/ntfs_collate.c:102", db_panic_args=0xffffff8061103760, db_panic_options=0, 
db_proceed_on_sync_failure=1, db_panic_caller=18446743521867916843) at debug.c:463 [opt]

frame #3: 0xffffff800137ba4a 
kernel.development`panic_trap_to_debugger(panic_format_str="\"%s(): data1_len < 
sizeof(FILENAME_ATTR)\\n\"@/BuildRoot/Library/Caches/com.apple.xbs/Sources/ntfs/ntfs-
94/kext/ntfs_collate.c:102", panic_args=0xffffff8061103760, reason=0, ctx=0x0000000000000000, 
panic_options_mask=0, panic_caller=18446743521867916843) at debug.c:724 [opt]

frame #4: 0xffffff800137b84c kernel.development`panic(str=<unavailable>) at debug.c:611 
[opt]

frame #5: 0xffffff7f83ace62b
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Wait, a Panic?
https://opensource.apple.com/source/ntfs/ntfs-94/kext/ntfs_collate.c
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Why Does an OS Panic?

Something has gone wrong in the kernel, and we don’t want 

memory corruption.

1. An access violation in the kernel

2. An explicit call to panic()

• macOS can never run from an NTFS drive

• Somebody plugged in a corrupt NTFS thumb drive
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Perhaps Don’t Panic?
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Corrupt File System 

Attack Vectors

Death by Thumb Drive
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Do We Need Physical Access?
https://www.youtube.com/watch?v=r3MeifE2oFw
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What About the Macs?

Attacker renames the dd

image to .dmg 

(Apple Disk Image)

Safari auto-downloads DMG 

files 

User double-clicks DMG
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What About the Macs?

Attacker renames the dd 

image to .dmg 

(Apple Disk Image)

Safari auto-downloads DMG 

files 

User double-clicks DMG
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Ubuntu Linux?
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Manual Interaction Required
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And Then…
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Windows RDP RemoteFX

RemoteFX allows USB Device

pass-through

• Optional RDP feature

• Only for authenticated users
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After Connecting USB via RemoteFX 
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vhdtool

https://github.com/andreiw/vhdtool
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So We Downloaded a VHD…
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And Double-clicked it…
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And Double-clicked it…
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Are Your Security Products Scanning VHD(X)?

• Yes

Are you prepared for your security products to crash with 

malformed VHD(X) files?

• No

Are you prepared for clickable files to reach your endpoints 

without any visibility from your security products?
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Mark of the Web
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Mark of the Web
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Mark of the Web
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MotW and VHD(X)

• Mark of the Web is applied to downloaded VHD(X) 

files.

• Windows doesn’t treat downloaded VHD(X) files 

any differently.

• Security devices on the wire probably do not scan 

VHD(X) files.

Conclusion: VHD(X) files are a perfect vehicle for 

malicious payloads.
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Conclusion and 

Recommendations

Death by Thumb Drive
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Fuzzing OS Components with BFF

Normal BFF capabilities:

• Atomic iterations

• Crash de-duplication

• Exploitability determination

• Crash minimization and string minimization

Fuzzing anything OS-level: 

• Cumulative effects

• Manual crash de-duplication

• Manual exploitability determination

• No crash minimization or string minimization
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Recommendations

Unless you’re certain your OS does not auto-mount filesystems, do not 

plug unknown USB devices into your computer.

Hint: macOS, Ubuntu, and Windows all auto-mount drives

Even if you’re certain that your OS does not auto-mount filesystems, do 

not plug unknown USB devices into your computer!

Block VHD and VHDX at email and other gateways.

If you have RemoteFX enabled, confirm that you actually need it.
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What Does This Do?
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