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LEA Investigations in Cyberspace

#» Cyberspace now the dominant medium of communication

#» Threats and breaches growing yet cyber forensic and
Investigative technologies lagging behind

#» Cyber Investigations present significant challenges:

Massive amount of bandwidth

New and constantly evolving applications
New devices

New networks

& M @

©2011 Bivio Networks, Inc. Specifications subject to change without notice.

>
>
>
>

w9

Hotmail

Page 2



Todays Tools

7 Full Packet Capture

# Server Logs

7 Meta data extraction
» Stove Pipe Collection

#» Analyzing Platforms
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Data Retention System

» Cyber equivalent of CCTV cameras W »~
» Establish complete record of networking domain O
» Captures every communication for all users

# Sample use cases
» |dentify individuals engaged in criminal behaviour
» Investigate insider or outsider threats to corporate assets

» Investigate relationships between individuals using cyber
space

» Maintain record of network traffic for compliance, intelligence
or auditing

Provide information to answer simple question:
“Who did what, when, where and with whom?”
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Mass Metadata Extraction

6000 0000 034d B63c 2001 4860 bBO2 OO | EE——
0000 0DOD 000D BE68 2001 0470 1f03 0233 ¥
000 000D 00ED BA02 0050 2433 lall 7590 F
88bd 4d54 5019 1920 8732 0000 653c 2f61 Protocol Twitter
3e3c 266 6f6e 743e 3c70 3e3c 6667 Ge7d
2073 697a 653d 2d32 3e26 636f L .
Application Twitter

6000 0000 034d B63c 2001 4860 bBO2 OO

0000 0DOD 000D BE68 2001 0470 1f03 0233

000 000D 00ED BA02 0050 2433 lall 7590

88bd 4d54 5019 1920 8732 0000 653c 2f61

3e3c 2166 6f6e 743e 3c70 3e3c 666f 6e7d UserID Protocol HTTP

2073 697a 653d 2d32 3e26 636f

6000 0060 034d B63c 2001 4860 bBO2 ©HEO Passwor( Application Facebook
0000 0DOD 0060 BE68 2001 0470 103 0233
0060 000D 0060 BEO2 0850 2433 lall 7590
88bd 4d54 5019 1920 8732 0080 653c 2161

3e3c 2766 6f6e 743e 3c70 3edc 666f 6e74 Following .
2073 697a 653d 2d32 3e26 636f ' UserIlD Joeevil
Protocol MSN 2
HIEmEER Password
. Application Messenger
Posts Attributes
Friends UserID Alice_bad
Password havOc
Chatroom crime
Members Bob, Charlie
Chat size 2345 bytes

100s of protocols with 1000s of metadata attributes
turn network activity into powerful searchable medium
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Correlation: Finding the Needle in a Haystack

#» Mapping electronic to physical
world harder than ever

#» Data resides in multiple
domains

#» Creating actionable information
often relies on synthesis of
multiple pieces of data
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Correlation Example

L7 Flow
Records

Useless
fields are filtered &
deleted

Signaling Flows

Field Field Protocol
John_doe 124.56.31.212 RADIUS ADSL
124.56.31.212 RADIUS WiMAX
124.56.31.212 IMEI RADIUS 3G

/\ HTTP related Metadata

Src IP Address | Dst IP Address | Protocol | URL

124.56.31.212

jing Pmﬁe’\
/\

AN

VolIP related Metadata

SRC Phone

DSTP

hone Protocol SrcIP
124.56.31.212

Merging Phase

John_Doe

X

124.56.31.212
124.56.31.212

IMEI

Result: ——» Unified Correlated Records
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Packet Capture Integration

Enhances Data Retention records with full payload option
Provides for analysis with 3" party tools
Enables full session reconstruction and playback

Massively scalable: data amount captured limited only by
economics

First system to make full packet capture viable in large
scale

X

=
m

124.56.31.212
124.56.31.212

Black_Cat

IMEI

eooa0aAe 61 62 74 Gl 67 6f 68 6% 73 74 Ga 64 0a 34 0a 39 antagoni st.d. 4.0

GoGRee1e 57 51 67 64 Ba 31 34 3]. 0a:1lc a2 04 08 ce 35 6e Wogd. 141l ...... |
Bo606026° d2 51 9b Of de cb 6F ac eB Jc G2 08 06 85 47 2c 0. .o00 o006,
GOOGHRIG 15 60 16 ed af a7l 13 ﬁl 56 8d bo f8 29 6o 1B45 ... ....a V.. .). E

BOGBRO40 3B L1 2a 5a 6B 7d 3c c2 df 13 54 Ba 06 dd a5 6 B.%Zh}=. . T....°
POEEERSE  Tc 46 5b 70 1d 7B le 23 6F 8d 3 Fc 2d 85 dc 17 |Flp.x.#Fo. |-,
GooeeRse 6T 58 3¢ fO 62 d2 dB la 6b 9f 063 fc e8 b4 95 74 o¥<.b... K......t
BOGAEATE  4c cb 97 2d 65 15 26 db 4a 8b f8 9c Bc ce B Lf L. J.....x.
GOGGO0EG ch LY 4a 18 f6 54 cl 28 a% 9c lb ab 9d 28 80 fb . J Tt.....i.
BOOGEE9G  5c 72 ed4 b2 a8 dd 72 fa 47 09 BL 55 83 16 @7 @7 \r....y. G..0..

l BOOGOOAS 8% 31 37 24 68 6e 62 Ga 31 39 0a l?ﬁhﬂh 10,

r

=
7]

©2011 Bivio Networks, Inc. Specifications subject to change without notice. Page 8



The Result: “LEA Search Engine”

#» Real-time response
» Simple but effective GUI for queries

#» Actionable information
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DRS Architecture
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echnology Highlights

#» Mass metadata extraction for contextual information
#» Multi-source data collection and correlation

# Instantaneous query response

#» Wired and mobile networking support

» Scalability to national-level deployments

» Ease of integration with legacy and 3 party systems
» Packet capture options for full payload collection
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LEA Challenge: Physical Identification

Cyber
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Different pieces of the same puzzle!

Twitter ID

MAC Addres
C 3

Cyber
ldentity

Radius ID

Geo locatig
Electronic =
| . Email address
Physical Identity mail addres
|dentity
|
‘ [ | /‘?\
jé-
volF numbe Facebook ID
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DRS Correlation: Solving the Puzzle

» Mixes and merges information coming from different
sources (probes, network elements, static DB)

» Dynamically creates the links between the various entities
(Cyber Identity, Electronic Identity and Physical Identity)

#» Enables real-time synthesis of actionable information

#» Converts fragmented data into meaningful, actionable
Intelligence: who, what, where and when

X
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Finding the Physical Identity

Electronic, Identity b
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Writers

Field Type Type Value Description
Event Generation Time. First 4 byte are Seconds since 0000 Coordinated Universal Time
TIMESTAMP time 8| 1032]{UTC) 1870, second 4 byte are the number of micro seconds
IPV4_SOURCE integer 4 8|IP address of subscriber
SUBSCRIBER_ID intager 4| 10858 | Subscriber ID assigned from associatior
CATEGORY Bnum 2| 1095|Category associated to the URL
HTTP_SERVER string 256| 1089|The hostname of the server requested
URL string 286| 1092 |Full URL requested
USER_AGENT string 128| 1081 |HTTP GET user agent field
PROXY bool 1| 1090|Specify if request is toward a proxy (TRUE ar FALSE)
ACTION ehum 1] 10594 |Action taken on the HTTP request, 0= drop, 1 = forward, 2 = reject 3 = redirect
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Summary
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The key enabler for real time Cyber Investigations

Captures, synthesizes and retains meaningful
Intelligence for every communication across the network

Provides the evidence needed to look back in time and
identify who did what, when, where and with whom

Designed for the rapidly evolving Web 2.0 world
Real-time Intelligence
For any network size and any retention time window
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