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e Added information about containers and orchestration.

o Updated #5 Incomplete Data Deletion.

e Added new risk #13 Risks Transfer Between CSP and Customers.
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Abstract

As organizations develop new applications in or migrate existing applications to cloud services,
they face changes in securing their information and applications. This report examines the
changes to risks, threats, and vulnerabilities when applications are deployed to cloud services.
Five cloud-unique threats and risks are identified along with eight threats and risks that exist on
premises and in cloud computing. For each of these threats and risks, recommendations are made
for managing and mitigating the threats and risks when using cloud services.
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1 Introduction

The Software Engineering Institute (SEI) investigated cloud computing threats® and vulnerabili-
ties? that organizations may face as they consider moving assets and capabilities to the cloud.

1.1 Purpose

The SEI assessed the unique characteristics associated with cloud computing in the context illus-
trated in Figure 1 to identify threats, vulnerabilities, and risks that organizations face when they
convert from internal data centers and on-premises private clouds to a public-cloud deployment.

The threats and vulnerabilities presented here are not exhaustive. Organizations need to consider
other challenges and risks? associated with cloud adoption specific to their mission, systems, and
data. The National Institute of Standards and Technology (NIST) cloud model [Mell 2011] pro-
vides a definition of cloud computing and how it can be used and deployed.

! According to the Committee on National Security Systems (CNSS) Glossary, CNSSI No. 4009 from April 6,
2015, a threat is any circumstance or event with the potential to adversely impact organizational operations (in-
cluding mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the
Nation through an information system via unauthorized access, destruction, disclosure, or modification of infor-
mation, and/or denial of service.

2 According to the Committee on National Security Systems (CNSS) Glossary, CNSSI No. 4009 from April 6,
2015, a vulnerability is a weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited by a threat source.

3 According to the Committee on National Security Systems (CNSS) Glossary, CNSSI No. 4009 from April 6,
2015, a risk is a measure of the extent to which an entity is threatened by a potential circumstance or event,
and typically a function of (i) the adverse impacts that would arise if the circumstance or event occurs and (ii)
the likelihood of occurrence.

CMU/SEI-2019-TR-004 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
[Distribution Statement A] Approved for public release and unlimited distribution.



CSP #1
“threat actor”
cloud

CSP #4
“threatactor”
cloud

Organization ABC

CSP #1
laaS
Implementation

Organization’s
cyber
protection
system

Organization ABC
Department 1

Data Center

CSP #2
SaaS
Implementation

Organization ABC
Department 2

On-premise
Private Cloud

CSP #3
PaaS
Implementation

Sensors

Organization ABC
Department 3

Key

H Encrypted

CSP #4

Data Storage
Implementation

Organization ABC
Department 4

Figure 1:  Potential Organization's Computing Environment

1.2 Scope

Cloud computing is defined by NIST as “a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.” NIST identifies the following characteristics
and models for cloud computing:

o Essential Characteristics: on-demand self-service, broad network access, resource pooling,
rapid elasticity, and measured service*

e Service Models: The three main service models are Software as a Service (SaaS), Platform as
a Service (PaaS), and Infrastructure as a Service (IaaS), but there are developing service mod-
els like Function as a Service (FaaS) and Containers as a Service (CaaS) that can be consid-
ered subsets of the main service models.

o Deployment Models: private cloud, community cloud, public cloud, and hybrid cloud

Vulnerabilities and risks are considered using the Shared Responsibility Model (Figure 2), which
is based on the three service models. The “Traditional IT” or “Classic IT” column represents in-
ternal data centers and/or on-premises private clouds. The “You manage” label refers to the cloud
consumer (i.e., organizations). The cloud consumer’s responsibilities lessen as you move from
IaaS to PaaS to SaaS. Newer models like container services blur lines of responsibility so that ma-

4 These five characteristics are discussed in Appendix B.
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jor CSPs have documentation addressing the shared responsibility model for their container ser-
vices.> ® Even within the container services, different offerings from the same CSP subtly change
responsibilities between the CSP and the customer.

It does not matter which service model(s) are used; identity and access management (IAM), con-
figuration management, and monitoring and log analysis are key responsibilities that organiza-
tions must embrace to help secure their data and assets in the cloud [Yunghans 2017]. The com-

munity cloud deployment model is not considered in this report.
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Figure 2:  Shared Responsibility Model

Platform
(as a Service)

Software
(as a Service)

Cloud environments experience—at a high level—the same threats as traditional data center envi-
ronments; the threat picture is the same. That is, cloud computing runs software, software has vul-
nerabilities, and adversaries try to exploit those vulnerabilities. In the previous sentence, ‘cloud
computing’ can be replaced with ‘data center computing.” Figure 3 describes the threat picture for
cloud computing platforms.

5 https://aws.amazon.com/blogs/containers/introducing-cis-amazon-eks-benchmark/

6 https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-shared-responsi-
bility-model-in-gke-container-security-shared-responsibility-model-gke

CMU/SEI-2019-TR-004 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 3
[Distribution Statement A] Approved for public release and unlimited distribution.


https://aws.amazon.com/blogs/containers/introducing-cis-amazon-eks-benchmark/
https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-shared-responsi-bility-model-in-gke-container-security-shared-responsibility-model-gke
https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-shared-responsi-bility-model-in-gke-container-security-shared-responsibility-model-gke

Threat
Source Attack Asset
A—C— a
Initial infection vector (1IV) Action on objective (AoQ)
\ : _ J
&h X
Threat Actor Tool Target

Figure 3:  Threat Picture

While the threats for cloud computing and traditional data center computing are similar, the likeli-
hood and/or impact of certain threats do change, affecting the risks an organization may face.
Therefore, the increase in threat likelihood and impacts is a key focus of this report.

Organizations can choose from a number of cloud service providers (CSPs), offering various
computing options to consider and trade off in determining the services that best meet their needs.
In this report, we identify some important cloud computing threats and risks that need to be con-
sidered when an organization reasons about moving assets and capabilities to the cloud.

Three large CSPs, Amazon Web Service (AWS)’, Microsoft Azure®, and Google Cloud Plat-
form,” were researched to learn what mitigation approaches and security controls were in place or
suggested for the identified threats. Based on this and other researched information, recommenda-
tions were developed.

7 https://aws.amazon.com/

8 https://azure.microsoft.com/en-us/?v=18.05

® https://cloud.google.com/
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2 Top Cloud Computing Threats and Risks

An organization that adopts cloud technologies and chooses CSPs and services or applications
without performing due diligence exposes itself to a myriad of commercial, financial, technical,
legal, and compliance risks that jeopardize its success. In a paper addressing enterprises’ moves to
the cloud, Gartner identifies the following strategic planning assumption: “Through 2020, 95% of
cloud security breaches will be the customer’s fault” [Cancila 2016]. Also, due to their resource
pooling characteristic, hackers can attack many organizations at once, thus reaping more benefits
from a single successful attack.

This section identifies the vulnerabilities an organization needs to assess via its risk management
process when considering moving assets to the cloud. The following information is provided for
each vulnerability:

o abrief description
o threat probability and impact graphs
o example(s) of a threat based on the vulnerability

« recommendations for mitigation

This approach is based on the European Network and Information Security Agency’s (ENISA)
paper entitled “Cloud Computing: Benefits, Risks and Recommendations for Information Secu-
rity” [ENISA 2012].

2.1 Cloud-Unique Threats and Risks

The following vulnerabilities are a result of a CSP’s implementation of the five cloud computing
characteristics. These vulnerabilities do not exist in classic IT data centers.

2.1.1 #1 Reduced Visibility and Control
Description

When transitioning assets/operations to the cloud, organizations lose some visibility and control
over those assets/operations. When using external cloud services, the responsibility for some of
the policies and infrastructure moves to the CSP.

The actual shift of responsibility depends on the cloud service model(s) used, leading to a para-
digm shift for organizations in relation to security monitoring and logging. Organizations need to
perform monitoring and log analysis on information about applications, services, data, and users,
without using network-based monitoring and logging, which is available for on-premises IT.

As the CSP assumes more responsibilities, an organization’s need increases for finding different
ways to gather information to successfully monitor IT operations and satisfy security and compli-
ance requirements. Organizations do not have the capability to levy their requirements on the CSP
and are subject to the terms of the service level agreement (SLA), so an organization must work
with the CSP via its SLA to ensure requirements are met.
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Figure 4:  Reduced Visibility and Control Risk Graphs

Example

An organization has recently moved a website used to support a number of planned acquisitions

from an on-premise data center to a CSP. The organization’s IT staff had tools, network devices,

and sensors in place to monitor and maintain the security of the website. The website is now im-
plemented in the cloud, making use of the CSP’s services to provide a front-end user interface,
back-end connections to databases and storage, and a router that connects the website to the Inter-

net. The organization selected the CSP partially based on its security record, but the IT staff

would like more visibility into the interactions of the services used and the users accessing the

site.

Recommendations

1. Use CSP services to log all user actions and actively monitor logs.

2. Use CSP services to log all data access and actively monitor logs.

3. Use CSP services to log application programming interface (API) calls and actively monitor
the logs.

4. Treat the infrastructure as source code and enforce proper change control procedures [Sand-
age 2017]. Periodically check for changes.

5. Configuration manage the access controls to prevent or detect unauthorized changes [Mor-
rato 2017].

6. Use security information and event management (SIEM) tools to monitor, analyze, and man-
age the logs.

7. Use CSP security monitoring capabilities.
Use CSP alerting capability for user actions, data access, and API calls.

9.  Use bastion hosts'’ to enforce control and provide visibility [Centrify 2016].

10

CMU/SEI-2019-TR-004 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY

A description of a bastion host can be found on the SANS website: https://www.sans.org/security-resources/id-
fag/what-is-a-bastion-host/2/11.
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2.1.2 #2 On-Demand Self Service Simplifies Unauthorized Use
Description

CSPs make it very easy to provision new services. The on-demand self-service provisioning fea-
tures'! of the cloud enable organization personnel to provision additional services from the organ-
ization’s CSP without IT consent using SaaS products (e.g., Dropbox, iCloud, OneDrive). The
practice of using software in an organization that is not supported by the organization’s IT depart-
ment is commonly referred to as shadow IT.

Due to the lower costs and ease of implementing PaaS and SaaS products, the probability of unau-
thorized use of cloud services increases. Services provisioned or used without IT’s knowledge
present risks to an organization. The use of unauthorized cloud services could result in an increase
in malware infections or data exfiltration since the organization is unable to protect resources it
does not know about. The use of unauthorized cloud services also decreases an organization’s vis-
ibility and control of its network and data.

Threat Probability and Impact

Threat Threat
Probability Impact

A\ J

»
- L

[aaS PaaS SaaS |laaS PaaS SaasS

Figure 5:  Ability to Self-Provision Resources and Services Risk Graphs

Example

An organization is using the laaS service model. One of its programmers, who is a member of the
DevOps team, is interested in trying out a new tool but is not sure of its value. The programmer
wants to check it out prior to requesting approval to purchase and use the tool. Being a member of
the DevOps team, the programmer can provision a work area and install the “30-day free trial”
version of the tool. The programmer copies data and files from a development area and uses this
information to evaluate the tool.

' The phrase “self-provisioning features” is defined in Appendix B.

CMU/SEI-2019-TR-004 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 7
[Distribution Statement A] Approved for public release and unlimited distribution.



Recommendations

1. Update the organization’s security policy to prohibit self-provisioning unauthorized cloud
services.

- Set up alerts for access to cloud services that can be individually provisioned.

- Require users to request access to cloud services; grant access on a case-by-case basis.
This policy can be enforced by blocking access to common cloud services, such as
Dropbox, and granting exceptions only when necessary.

2.  Ensure the CSP service agreement does not allow users other than the designated IT repre-
sentative to provision services.

Set up logging and alerting within the CSP console for new service provisioning.

4. Use role-based access control (RBAC) to control access to services. Periodically review the
roles.

5. Treat infrastructure as source code and enforce proper change control procedures. Periodi-
cally check for changes.

6. Analyze enterprise firewall logs and proxy logs to identify enterprise access to and from
CSPs provisioning resources not in the configuration baseline[MacDonald 2015].

7.  Consider using a cloud access security broker application to help detect security policy viola-
tions such as self-provisioning and data exfiltration.

8. Use data loss prevention applications to provide technical and policy controls that help pre-
vent data exfiltration to shadow IT.

9. In addition to protecting data, ensure the organization’s security policy requires protection
and configuration management for additional items, such as system configuration, architec-
ture, and process flow, which combine in the cloud to form applications.

2.1.3 #3 Management APl Compromise
Description

CSPs expose a set of APIs that customers use to manage and interact with cloud services (also
known as the management plane). Organizations, via the Internet, use these APIs to provision,
manage, orchestrate, and monitor their assets and users. These APIs can contain the same soft-
ware vulnerabilities as an API for an operating system (OS), library, etc. Unlike management
APIs for on-premises computing, CSP APIs are accessible via the Internet exposing them more
broadly to potential exploitation.

Threat actors look for vulnerabilities in management APIs. If discovered, these vulnerabilities can
be turned into successful attacks and organization cloud assets can be compromised. From there,
attackers can use organization cloud assets to perpetrate further attacks against other CSP custom-
ers. Containers can also increase this risk, particularly if they are configured to expose APIs of or-
chestration and management tools to the Internet. Containers include additional risks—beyond the
specific one included here—in categories that include image risks, registry risks, orchestrator
risks, container risks, and underlying OS risks [Souppaya 2017].
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Figure 6: Management APl Compromise Risk Graphs

Example

A threat actor uses a social media scheme to compromise the account of a user who has access

rights to the management APIs used to provision CSP services. The threat actor uses this account

to run an API vulnerability tool suite to identify possible vulnerabilities. The actor uses the infor-

mation generated by the tool to develop attacks against the CSP’s management APIs, which can
be used against the CSP’s customers.

Recommendations

1.

Review the security practices of the CSP related to software development and vulnerability
testing. Ensure that the CSP follows best practices, including performing code reviews and
regular vulnerability testing.

2. Ensure that all accesses to and actions on the management API are logged and monitored,
including logging and monitoring service, application, and user accesses and actions.

3. Implement the principle of least privilege when granting authorizations to services, applica-
tions, and users accessing the management API.

4. Use RBAC to control access to services, and periodically review the roles.

Ensure services and applications are configured with user-level permissions.

6. Move root capabilities to a role, and monitor, log, and profile its use to support behavioral
analysis.

7. Check the billing of services to identify which services are being used.

8.  Ensure that the credentials required to access the organization’s network are different from
those used to access the management APIs.

9. Develop a checks-and-balances process that provides protection that reflects and supports the
size and skill level of the organization’s IT staff. The process must ensure adequate separa-
tion of duties to prevent unilateral changes to production resources.
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2.1.4 #4 Logical Separation Failure Among Multiple Tenants
Description

Exploitation of system and software vulnerabilities within a CSP’s infrastructure, platforms, or
applications that support multi-tenancy can lead to an isolation failure. This failure can be used by
an attacker to gain access to another user’s or organization’s assets or data. Multi-tenancy in-
creases the attack surface, leading to an increased chance of data leakage if the isolation controls
fail [Gordon 2016].

This attack can be accomplished by exploiting vulnerabilities in the CSP’s applications or hyper-
visor, subverting logical isolation controls or attacks on the CSP’s management API. To date,
there has not been a documented security failure of a CSP’s SaaS platform that resulted in an ex-
ternal attacker gaining access to tenants’ data [Heiser 2016].

No reports of an attack based on logical separation failure were identified, however, proof-of-con-
cept exploits have been demonstrated. In 2009 researchers described an attack on AWS
(Ristenpart 2009) that co-located a malicious virtual machine on the same physical hardware as a
target virtual machine. The malicious virtual machine could observe characteristics of the shared
hardware to infer information from the target virtual machine. More recently, on January 3, 2018,
Google’s Project Zero released information about vulnerabilities in Intel, AMD, and ARM pro-
cessor designs (Horn 2018) that allow data access across logical separation boundaries. Project
Zero developed four proof-of-concept exploits demonstrating the separation failure. These vulner-
abilities enable logical separation failure attacks on all cloud service models, laaS, PaaS, and
SaaS.

Additionally, containers and orchestration offer another avenue for attacking the CSP using the
customer as the conduit. Vulnerabilities have been and continue to be found in commonly used
container orchestration and automation platforms. It is likely that using customers to attack CSP
container services will be a continued area of research in the near future.

Threat Probability and Impact

Threat Threat
probability Impact
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Figure 7:  Multi-Tenancy Security Risk Graphs
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Examples

An attacker uses stolen credentials to execute cache side-channel attacks to exfiltrate sensitive in-
formation from an organization via shared CPU caches.

A threat actor compromises the account of an organization user who has privileges to provision a
virtual machine (VM). The actor loads a malicious version of Linux, which also contains tool
suites that look for vulnerabilities in the VM’s user area and in connections to the hypervisor. The
actor finds a vulnerability in the connections to the hypervisor code, which the actor later uses to
compromise the software and view other VMs running on the same compute device.

An organization uses a CSP to build web applications supported by a backend SQL database. A
threat actor identifies a vulnerability in one of the services supported by the CSP. The actor com-
promises an organization user’s account. The threat actor uses this account to conduct an attack
that places malicious code on the CSP’s computing platform the organization is using. The threat
actor now has access to the platform shared by other tenants using the CSP.

Recommendations
1. Review the CSP’s implementation of customer resource and data isolation'?.
- Ask the CSP how it prevents users from hopping virtual local area networks (VLANS).

- Ensure that the CSP performs regular penetration testing and vulnerability analysis of
processes, services, and APIs.

- Ifthe CSP uses a hypervisor, determine the methods used by the CSP to ensure it is reg-
ularly tested for vulnerabilities and updated when vulnerabilities are found.

2. Use CSP services to log all data access and actively monitor logs.
Ensure data is encrypted at rest and in transit.

4. Review available security reporting from the CSP. Configure advanced reporting features,
such as behavior profiling, if available.

Use bastion hosts to limit access, enforce controls, and provide visibility.

6. Review the CSP’s supply chain practices to ensure that suppliers are vetted and held to the
same security practices as the CSP.

2.1.5 #5 Incomplete Data Deletion
Description

Threats associated with data deletion exist because the consumer has reduced visibility into where
its data is physically stored in the cloud and a reduced ability to verify the secure deletion of its
data. This risk is concerning because the data is spread over a number of different storage devices
within the CSP’s infrastructure in a multi-tenancy environment. In addition, deletion procedures

2 Data isolation controls must address issues such as ensuring that (1) packet sniffing by other tenants in the

server is not possible in a hypervisor, (2) two VMs owned by the same customer and located on the same phys-
ical host cannot listen to each other’s traffic, and (3) attacks like ARP cache poisoning will not work. The hyper-
visor must ensure that traffic is delivered to the specified destination VM(s), and cannot be seen or delivered to

other VMs on the same physical host.
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may differ from provider to provider. Organizations may not be able to verify that their data was
securely deleted and that remnants of the data are not available to attackers. This threat increases
as an organization uses more CSP services.

CSPs have incentives to effectively perform data deletions because it lowers risk and allows them
to advertise their protection of customer data. For example, Microsoft Azure data protection docu-
mentation states there are strict standards for data destruction of customers who delete data or
who leave Azure [Microsoft 2020]. They also follow NIST SP 800-88 “Guidelines for Media San-
itization” or physically destroy media that cannot be sanitized.

Conversely, the CSP may keep the data for 30-90 days in case the customer changes their mind
and wants to reopen their account. Getting all data that was deleted earlier may require a specific
request to the CSP, so customers should understand the CSP’s standard practices.

Even given CSP efforts to protect data, the nature of cloud computing means that data is eventu-
ally consistent, so there will be edge cases where data is not permanently deleted or is available
longer than expected. Some providers have tools to confirm whether a listed object is marked for
deletion so the customer knows the object instance will be deleted once the system reaches con-
sistency.

Threat Probability and Impact

Threat

Probability Threat

/ Impact

A\ J

[
L

laaS PaaS Saa$ laaS PaaS SaaS

Figure 8: Data Deletion Risk Graphs

Example

An organization has been storing medical research files and data across two CSPs in compliance
with its business continuity plan. The research is completed and the organization is archiving the
information in on-premises data centers. After the archive is verified, the organization deletes its
data at the two CSPs, but at one CSP, a bank of drives is offline due to a power supply problem.
One of the offline drives holds some data to be deleted. Determining how the CSP ensures that the
data is deleted from all physical devices—including backups—is a concern that must be ad-
dressed.

Recommendations

1. Review the CSP’s policies and SLAs on data deletion to ensure it has a procedure that effec-
tively deletes data.
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Review the CSP’s policies on data restoration.
Review the CSP’s policies on data replication.
Review the CSP’s policies and procedures on sanitizing disks.

Encrypt all stored data so that data remnants are unreadable (crypto erasure).

A O

Understand your organization’s data architecture, data implementation, data redundancy,
data backup, and resilience planning processes to know all locations where your data is
stored.

7.  Review how the CSP’s services use and store your data to determine from where data must
be deleted.

8.  Limit access to data backups (through use of roles) to know who has access to the data.
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2.2 Cloud and On-Premise Threats and Risks

The following are risks that apply to both cloud and classic IT data centers that organizations need
to address.

2.2.1 #6 Stolen Credentials
Description

If an attacker gains access to an organization user’s cloud credentials, the attacker can have access
to the CSP’s services to provision additional resources (if credentials allowed access to provision-
ing), as well as target the organization’s assets. The attacker could leverage cloud computing re-
sources to target users, organizations using the same CSP, or other organizations. An attacker who
gains access to a CSP administrator’s cloud credentials may be able to use those credentials to ac-
cess the organization’s systems and data.

Administrator roles vary between a CSP and an organization. The CSP administrator has access to
the CSP network, systems, and applications (depending on the service) of the CSP’s infrastruc-
ture. Whereas the organization’s administration has access only to the organization’s cloud imple-
mentations. In essence, the CSP administrator has administration rights over more than one cus-
tomer and supports multiple services.

Threat Probability and Impact
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Figure 9:  Credential Stealing Risk Graphs
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Example

A threat actor learns that a particular organization is using XX CSP. The actor initiates a phishing
email campaign attempting to target the organization’s IT staff and support personnel. After com-
promising an organization’s IT staff member’s account, the actor begins reconnaissance of the
staff’s accounts to find one with the privilege to provision XX CSP’s services. Once that account
is found and compromised, the actor can severely impact the organization’s operations.

Recommendations

1.  Enable multi-factor authentication for cloud user accounts. (This may require purchasing ad-
ditional services.)

2. Use access controls to implement the principle of least privilege and separation of duties.

3. Encrypt organization data at rest and in transit.

4.  Use the CSP’s services to log all user actions and actively monitor logs.

5. Use the CSP’s services to log all data access and actively monitor logs.

6. Use a federated IAM approach for cloud and on-premises computing to minimize the attack
surface [Centrify 2016].

7. Use secure key management processes.

8. Move root capabilities to a role and monitor/log/profile its use to support behavioral analy-
sis.

2.2.2 #7 Vendor Lock-In Complicates Moving to Other CSPs
Description

Vendor lock-in becomes an issue when an organization considers moving its assets/operations
from one CSP to another. The organization finds out that the cost/effort/schedule time necessary
for the move is much higher that initially considered due to non-standard data formats, non-stand-
ard APIs, high charges to remove the presence on original CSP, inability to transfer large amounts
of data out of a CSP in a timely manner, and reliance on one CSP’s proprietary tools and unique
APIs.

This issue increases in service models, such as SaaS, where the CSP takes more responsibility. As
an organization uses more features, services, or APIs, the exposure to a CSP’s unique implemen-
tations increases. These unique implementations require changes when a capability is moved to a
different CSP. If a selected CSP goes out of business, it becomes a major problem since data can
be lost or cannot be transferred to another CSP in a timely manner.
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Figure 10: Vendor Lock-In Risk Graphs

Example

An organization contracts with a CSP for customer relationship management (CRM) services, and
its data is stored in a proprietary format. The CSP declares bankruptcy, and the organization is
given 60 days to retrieve its data. Due to the proprietary format, it is unable to port the data to its
own systems or another CSP in the timeframe allotted. The organization incurs significant costs to
recover the data.

Recommendations

1. Prior to selecting a CSP, check its ability to interface with other CSPs and use standard data
formats.

2. Investigate the CSP’s support for standard interfaces and open APIs. (Use standard data for-
mats when possible.)

3. Understand how data can be imported into and exported from the service before choosing a
CSP [Khnaser 2017].

4.  When developing cloud-native applications, consider application lock-in due to use of the
CSP’s APIs.

5. Consider the impacts of possible vendor lock-in on the organization’s business continuity
planning (BCP) and disaster recovery planning (DRP) [Knipp 2016].

2.2.3 #8Increased Complexity that Strains IT Staff
Description

Migrating to the cloud can introduce complexity into IT operations. Managing, integrating, and
operating in the cloud may require that the organization’s existing IT staff learn a new model. IT
staff must have the capacity and skill level to manage, integrate, and maintain the migration of as-
sets and data to the cloud in addition to their current responsibilities for on-premises IT.

Key management and encryption services become more complex in the cloud. The services, tech-
niques, and tools available to log and monitor cloud services typically vary across CSPs, further
increasing complexity. There may also be emergent threats/risks in hybrid cloud implementations
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due to technology, policies, and implementation methods, which add complexity. This added
complexity leads to an increased potential for security gaps in an organization’s cloud and on
premises implementations. Cloud architecture practices and recommendations are often quite dif-
ferent than the in-house models. The increase in adoption of containers and corresponding orches-
tration in recent years further add complexity and new skill requirements for IT staff.

Threat Probability and Impact
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Figure 11: Increased Complexity that Strains IT Staff Risk Graphs

Example

An organization migrates some of its systems to a CSP’s [aaS offering. The new infrastructure is
not intuitive and requires extensive training to understand. In addition, several third-party tools
are needed to implement proper monitoring and alerting for these systems. The IT department is
consumed with the new infrastructure and does not have the resources to maintain the organiza-
tion’s current in-house infrastructure properly.

Recommendations

1. Review the features and documentation of configuration management tools prior to selecting
a CSP to ensure management tools are sufficient for IT staff.

2. Include time in implementation schedules for training staff on CSP management tools and
services.

3. Account for reconfiguring and maintaining systems and applications that require a considera-
ble amount of expertise.

4. Map existing security policies and procedures to those available from the CSP [Gordon
2016].

2.2.4 #9 Insider Threat
Description

A malicious insider is defined as a current or former employee, contractor, or business partner
who meets the following criteria:

o has or had authorized access to an organization’s network, systems, or data
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o has intentionally exceeded or intentionally used that access in a manner that negatively affects
the confidentiality, integrity, or availability of the organization’s information or information
systems

This definition applies to staff and administrators for both organizations and CSPs.

The impact is most likely worse when using [aaS due to an insider’s ability to provision resources
or perform nefarious activities that require forensics for detection. These forensic capabilities may
not be available with cloud resources.

A CSP user’s threat impact depends on their organization’s employee vetting process (back-
ground checks) and controls implementation.

Threat Probability and Impact
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Figure 12: Insider Threat Risk Graphs

Example

A CSP administrator decides to make extra money by selling sensitive government information.
They use their administrative credentials to steal data from multiple organization cloud instances.
They also insert a backdoor onto the CSP’s systems to gain future access without needing admin-
istrator credentials.

Recommendations

Enable multi-factor authentication for cloud user accounts.

Use access controls to implement the principles of least privilege and separation of duties.
Encrypt organization data at rest and in transit.

Use CSP services to log all user actions and actively monitor logs.

Use CSP services to log all data access and actively monitor logs.

Move root capabilities to a role and monitor/log its use.

Treat infrastructure as code and enforce proper configuration management procedures.

® N kWD =

Be aware of the differences between vetting processes for becoming administrators for the
CSP and for the organization; assess the impact of these differences.
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2.2.5 #10 Data Loss
Description

As with data stored on-premises, data stored in the cloud can be lost for reasons other than mali-
cious attacks. Accidental deletion of data by the cloud service provider or a physical catastrophe,
such as a fire or earthquake, can lead to the permanent loss of customer data. The burden of
avoiding data loss does not fall solely on the provider’s shoulder. If a customer encrypts its data
before uploading it to the cloud but loses the encryption key, the data will be lost. In addition, in-
adequate understanding of a CSP’s storage model may result in data loss. Organizations must con-
sider data recovery and be prepared for the possibility of their CSP being acquired, changing ser-
vice offerings, or going bankrupt [Gordon 2016].

This threat increases as an organization uses more CSP services. Recovering data stored at a CSP
may be easier than recovering it at an organization because a SLA designates availability/uptime
percentages. These percentages should be investigated when the organization selects a CSP.
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Figure 13: Data Recovery Risk Graphs

Example

A CSP suffers from widespread corruption of disks in their infrastructure. Some organization data
is corrupted, and the backups are unreadable. The organization loses data.

Recommendations

1.  Ensure that the CSP uses access permissions consistent with the principle of least privilege
to protect against accidental or malicious deletion.

2. Review SLA documents for the CSP’s availability and recovery time objectives (RTOs). En-
sure it meets organization availability and RTO needs. Look at the history of the CSP’s
availability percentages before purchasing its services.

3. Review the data deletion and recovery processes of the CSP to ensure they meet organization
needs. Ensure that the IT staff is familiar with the policies once cloud services are deployed.
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4. Consider the recovery of data stored in the cloud when developing the organization
BCP/DRP.

2.2.6 #11 Compromised Supply Chain
Description

If the CSP outsources parts of its infrastructure, operations, or maintenance, these third parties
may not satisfy/support the requirements that the CSP is contracted to support with an organiza-
tion. An organization needs to evaluate how the CSP enforces compliance and check to see if the
CSP flows its own requirements down to third parties. If the requirements are not being levied on
the supply chain, then the threat to the organization increases.

This threat increases as an organization uses more CSP services and is dependent on individual
CSPs and their supply chain policies. The software supply chain is an often-overlooked piece of
risk, particularly when dealing with CSPs that use combinations of in-house, commercial, open
source, and custom software from individuals and organizations all over the world.
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Figure 14: Supply Chain Risk Graphs

Example

A CSP uses network equipment that houses chips from a foreign country. The chips are outfitted
with a hidden backdoor that allows foreign interests to monitor the CSP’s network traffic. Due to
this monitoring, the foreign interest is able to capture an organization’s traffic.

Recommendations

1. Review the CSP’s supply chain practices. Ensure that suppliers are vetted and held to the
same security practices as the CSP.

2. Review NIST SP 800-161 [Boyens 2015] on risk management practices for the supply chain
to understand foundational practices that can be implemented internally and/or included as
part of acquisitions.
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3. If applicable, ensure the CSP has vetted its supply chain for compliance with FAR regula-
tions, which require that government contractors and their supply chain are compliant with
NIST SP 800-171 [Ross 2015] when storing controlled unclassified information (CUI).

2.2.7 #12 Insufficient Due Diligence Increases Cybersecurity Risk
Description

Organizations migrating to the cloud often perform insufficient due diligence. They move data to
the cloud without understanding the full scope of doing so, the security measures used by the
CSP, and their own responsibility to provide security measures. They make decisions to use cloud
services without fully understanding how those services must be secured.
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Figure 15: Insufficient Due Diligence Risk Graphs

Example

An organization decides to migrate to the cloud without accounting for security and changes in
business processes required to support the move. Its cloud assets are exploited by a hacker, but the
organization is not aware of the breach or data loss occurring from the breach because it did not
implement proper logging and monitoring of application and data access.

Recommendations

1.  Work with cloud experts to identify assets and capabilities that are both a good fit for cloud
implementation and that can be effectively secured.

2. Perform a risk assessment on data migrating to the cloud. Implement security controls based
on this assessment.

3. Work with CSPs to understand their SLAs, shared responsibility model, and pricing and sup-
port structure.

4. If planning container workloads and orchestrations, work with the CSPs to understand the
relevant SLAs and potential changes to the shared responsibility model.
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2.2.8 #13 Risks Transfer Between the CSP and Customers
Description

In a CSP environment, risk from the CSP or one customer can potentially transfer to another cus-
tomer. This risk is also associated with more traditional hosting models and is similar to the risk
transfer from business partners. If one customer or the CSP has poor risk management practices
that easily allow undetected credential compromise, the impact to another CSP customer can be
similar to an organization whose business partners perform no due diligence. Unlike the case of
business partners, the second CSP customer has no leverage to enforce due diligence in the first
customer who is the entry point for attackers. Lateral movement from one customer to the CSP
puts even an exceedingly diligent second customer at increased risk. The probability and impact
of this risk are aggravated when combined with #9 Insider Threat, with attackers potentially lever-
aging insider access to move laterally to customers of the same CSP.
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Figure 16: Customer Risk Transfer Graphs

Example

An attacker uses phishing to compromise an unprivileged account for a CSP that offers managed
IT solutions as PaaS and SaaS products. The attacker is then able to install an implant to harvest
credentials, leading to a privileged account compromise at the CSP. The privileged account is
used to perform reconnaissance followed by lateral movement intended to access systems sharing
credentials across the CSP and their customer to allow hopping between the two.

Recommendations

1. Manage access and use least privilege. Use multi-factor authentication to reduce the effec-
tiveness of phishing and other common account compromise attacks.

2. CSPs should implement monitoring and detection to identify anomalous activity between
customers or between the CSP and customer.
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3. Customers and CSPs should maintain good monitoring practices, including noting that unu-
sual activities can cause indicators in normal telemetry used to track performance or cloud
billing.
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3 Summary and General Recommendations

In this report, we identified five cloud-unique and seven cloud and on-premises threats that organ-
izations face as they consider migrating their data and assets to the cloud. For each threat, we cov-
ered probability and impacts based on the three service models (IaaS, PaaS, and SaaS), exam-
ple(s) of the threat, and recommendations. The recommendations provided are suggestions for
organizations to consider. A high-level summary of those recommendations is presented below.

1. Regardless of the platform (classic IT or cloud), apply (1) security architecture and design,
(2) security engineering, (3) secure coding, (4) security policy, (5) governance, and (6) risk
management.

2. Regardless of the CSP or service model used by an organization, accept ultimate responsibil-
ity for IAM, configuration management, monitoring and log analysis, and data security.

3. Develop/acquire expertise to log and monitor organization networks and data in the cloud
based on cloud security guidance and best practices.

4. Perform due diligence assessments concerning migrating capabilities and assets to the cloud.
Understand the division of responsibilities between the CSP and organization to provide se-
curity. Understand the security controls available from the CSP to protect organization as-
sets.

5. Train your IT staff to support hybrid cloud implementations because organizations will be
operating in a mixed classic IT/cloud environments for the foreseeable future.

6. Embrace a DevSecOps approach to integrate security into development and operations as
your IT staff members improve their cloud skills to improve your organization’s ability to
address threats and handle incidents.

7.  Carefully plan and prepare to use SIEM tools in monitoring and logging. First identify access
monitoring requirements, configure CSP services to provide the desired audit and log data,
determine if the format of the audit and log data is compatible with SIEM tools, and, if not,
port the data to an acceptable format. Develop baselines for typical access behaviors for
cloud data, and tune SIEM tools to alert only on possible anomalous behavior. As additional
research is performed in the area of CSP operational security, new sources of audit and log-
ging data may need to be configured for the SIEM tool.
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Appendix A Recommendations Mapped to Security Control
Categories (NIST SP 800-53, Rev. 4)

Table 1:  Recommendations Mapped to Security Control Categories

Security Control Category

Access Control

Awareness and Training

Audit and Accountability

Security Assessment and

Recommendation

Use role-based access control (RBAC) to control access to services. Peri-
odically review the roles.

Implement the principle of least privilege when granting authorizations to
services, applications, and users accessing the management API.

Use access controls to implement principle of least privilege and separation
of duties.

Move root capabilities to a role and monitor, log, and profile its use to sup-
port behavioral analysis.

Use bastion hosts to limit access, enforce controls, and provide visibility.

Limit access to data backups (through use of roles) to know who has ac-
cess to the data.

Ensure that the credentials required to access the organization’s network
are different from those used to access the management APIs.

Ensure that the CSP uses access permissions consistent with the principle
of least privilege to protect against accidental or malicious deletion.

Include time in implementation schedules for training staff on CSP manage-
ment tools and services.

Use CSP services to log all user actions and actively monitor logs.
Use CSP services to log all data access and actively monitor logs.
Use CSP services to log API calls and actively monitor the logs.

Use security information and event management (SIEM) tools to monitor,
analyze, and manage the logs.

Use CSP security monitoring capabilities.

Set up logging and alerting within the CSP console for new service provi-
sioning.

Use CSP alerting capability for user actions, data access, and API calls.

Review available security reporting from the CSP. Configure advanced re-
porting features, such as behavior profiling, if available.

Analyze enterprise firewall logs and proxy logs to identify enterprise access
to and from CSPs provisioning resources not in the configuration baseline
(MacDonald & Young, 2015).

Check the billing of services to identify which services are being used.

Ensure that the CSP performs regular penetration testing and vulnerability

Authorization analysis of processes, services, and APIs.
If the CSP uses a hypervisor, determine the methods used by CSP to en-
sure it is regularly tested for vulnerabilities and updated when vulnerabilities
are found.
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Security Control Category

Configuration Management

Contingency Planning

Identification and Authentication

Media Protection

Planning
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Recommendation

Treat the infrastructure as source code and enforce proper change control
procedures. Periodically check for changes.

Configuration manage the access controls to prevent or detect unauthor-
ized changes.

Review the features and documentation of configuration management tools
prior to selecting a CSP to ensure management tools are sufficient for IT
staff.

Review the data deletion and recovery processes of the CSP to ensure
they meet organization needs. Ensure that the IT staff is familiar with the
policies once cloud services are deployed.

Consider the recovery of data stored in the cloud when developing the or-
ganization BCP/DRP.

Consider the impacts of possible vendor lock-in on the organization’s busi-
ness continuity planning (BCP) and disaster recovery planning (DRP).

Review SLA documents for the CSP’s availability and recovery time objec-
tive (RTO). Ensure it meets organization availability and RTO needs. Look
at the history of the CSP’s availability percentages before purchasing its
services.

Enable multi-factor authentication for cloud user accounts. (This may re-
quire purchasing additional services.)

Use a federated IAM approach for cloud and on-premises computing to
minimize the attack surface [Centrify 2016].

Review the CSP’s policies and SLAs on data deletion to ensure it has a
procedure that effectively deletes data.

Encrypt all stored data so that data remnants are unreadable (crypto eras-
ure).

Review the CSP’s policies on data restoration.
Review the CSP’s policies on data replication.
Review the CSP’s policies and procedures on sanitizing disks.

Use data loss prevention applications to provide technical and policy con-
trols that help prevent data exfiltration to shadow IT.

Understand your organization’s data architecture, data implementation,
data redundancy, data backup, and resilience planning processes to know
all locations where your data is stored.

Understand how data can be imported into and exported from the service
before choosing a CSP.

When developing cloud-native applications, consider application lock-in due
to use of the CSP’s APls.

Account for reconfiguring and maintaining systems and applications that re-
quire a considerable amount of expertise.

Map existing security policies and procedures to those available from the
CSP [Gordon 2016].

Work with cloud experts to identify assets and capabilities that are both a

good fit for cloud implementation and that can be effectively secured.

Prior to selecting a CSP, check its ability to interface with other CSPs and
use standard data formats.
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Security Control Category Recommendation

Investigate the CSP’s support for standard interfaces and open APIs. (Use
standard data formats when possible.)

Perform a risk management on data migrating to the cloud. Implement se-
curity controls based on this assessment.

Review how the CSP’s services use and store your data to determine from
where data must be deleted.

Develop a checks-and-balances process that provides protection that re-
flects and supports the size and skill level of the organization’s IT staff. The
process must ensure adequate separation of duties to prevent unilateral
changes to production resources.

In addition to protecting data, ensure the organization’s security policy re-
quires protection and configuration management for additional items, such
as system configuration, architecture, and process flow, which combine in
the cloud to form applications.

Personnel Security Be aware of the differences between vetting processes for becoming ad-
ministrators for the CSP and for the organization; assess the impact of
these differences.

Systems and Services Acquisition Ensure the CSP service agreement does not allow users other than the
designated IT representative to provision services.

Review the security practices of the CSP related to software development
and vulnerability testing. Ensure that the CSP follows best practices, includ-
ing code reviews and regular vulnerability testing.

Prior to selecting a CSP, check its ability to interface with other CSPs and
use standard data formats.

Investigate the CSP’s support for standard interfaces and open APIs.

Be aware of the differences between vetting processes for becoming ad-
ministrators for the CSP and for the agency organization, and assess the
impact of these differences.

Review the CSP’s supply chain practices to ensure that suppliers are vetted
and held to the same security practices as the CSP.

Work with CSPs to understand their SLAs, shared responsibility model, and
pricing and support structure.

Update the agency organization’s security policy to prohibit self-provision-
ing unauthorized cloud services.

Ensure that all accesses to and actions on the management API are logged
and monitored, including logging and monitoring service, application, and
user accesses and actions.

If applicable, ensure the CSP has vetted its supply chain for compliance
with FAR regulations, which require that government contractors and their
supply chain are compliant with NIST SP 800-171 [Ross 2015] when stor-
ing controlled unclassified information (CUI).

Require users to request access to cloud services; grant access on a case-
by-case basis. This policy can be enforced by blocking access to common
cloud services, such as Dropbox, and granting exceptions only when nec-
essary.

Ensure services and applications are configured with user-level permis-
sions.
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Security Control Category

System and Communications
Protection

System and Information Integrity

Recommendation

Ask the CSP how it prevents users from hopping virtual local area networks
(VLANS).

Use secure key management processes.

Consider using a cloud access security broker application to help detect se-
curity policy violations such as self-provisioning and data exfiltration. Re-
view the CSP’s FedRamp CIS document for information about resource
and data isolation controls.

Ensure data is encrypted at rest and in transit. Consider using a cloud ac-
cess security broker application to help detect security policy violations
such as self-provisioning and data exfiltration.

Ensure data is encrypted at rest and in transit.

Ensure data is encrypted at rest and in transit.
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Appendix B Five Essential Cloud Computing Characteristics

The five essential cloud computing characteristics are defined as follows:

1.  On-demand self-service — A consumer can unilaterally provision computing capabilities,
such as server time and network storage, as needed automatically without requiring human
interaction with each service provider.

2.  Broad network access — Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or think client platforms (e.g.,
mobile phones, tablets, laptops, and workstations).

3. Resource pooling — The provider’s computing resources are pooled to serve multiple con-
sumers using a multi-tenant model with different physical and virtual resources dynamically
assigned and reassigned according to consumer demand. There is a sense of location inde-
pendence in that the customer generally has no control or knowledge over the exact location
of the provided resources but may be able to specify location at a higher level of abstraction
(e.g., country, state, or datacenter). Examples of resources include storage, processing,
memory, and network bandwidth.

4. Rapid elasticity — Capabilities can be elastically provisioned and released, in some cases au-
tomatically, to scale rapidly outward and inward commensurate with demand. To the con-
sumer, the capabilities available for provisioning often appear to be unlimited and can be ap-
propriated in any quantity at any time.

5. Measured service — Cloud systems automatically control and optimize resource use by lev-
eraging a metering capability at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be mon-
itored, controlled, and reported, providing transparency for both the provider and consumer
of the utilized service.
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